Digital Whisper

2015 yan ,59 [1I'7a

'TANN Novn
TR 71 ,7R10077 79X :orTo'm
7R'0077 j1'OK :0'NoN 7am
7N'007 'K .0 N90 NTY Halealll]
.d4d-1 ynw xn 72 10 7 :0'and

Digital Whisper |'rTana pmmxin 0'o1on1 y1nn ' 7y n'wyaw n'71ye 75 . 1272 775 vy Digital Whisper |'Tana nmxin 722 nixa7 wr
YIN'Yn NIRXINYT [DIXI NNI¥ DIV D'RINK DI'R D21WN 0NN I8/ Digital Whisper '7ya napn niwva . 1272 xign nimnx v i

.17 Lhalithl ¥ mIMnx v N |'TAN2 XA YT'N1 UiN'y 1YWY (|'Tand Kainn yT'na

editor@digitalwhisper.co.il 78 Ni7wY% X1 - NINX NYN 721 NIAND ,NIAIRAN ,NIND



mailto:editor@digitalwhisper.co.il

Technologic

n'DAIYN NAT

IDigitalWhisper 7w 59-n |I"7'a7 D'kan DDIN2

on'IN" NITIN NNO19N NNNX ON'I-'VIX NNAN DYYTIN-YTIN 70U NX1] .aNAa) X7 VYWD N7 NN
25" - Regin NITIX Symantec NN2aN '91 nYNY D'YUTIN 1901 197 ,"ND TV n'722Nnnw (NI prnn
D'MIOND DY NKY7? Kaspersky N1an 7w NN D AX1l WTINNI "DY9-'X NNITY NI 201mn 7210
D'"DLN NIN"ITA DR RNP? D¥MN7 "ayn "Equation Group"-n NITIN DY9N ,NNIT [11A'01
N'N WYIN DX .™MYN 2'20N YYD DX '2n X7 N2 IR Securelist-2 1MoNISw (TIXA) DRMynnl
onN' IMIXY "DI'R"7 220N KIN YYD DNPNnn 202 72K ,0010T7 91080 MY - 01711000 NIy

JXre

JIDWNN 70 NN PTYY? O'RIp NIYTNN NNXR D ,NPR0 0MI0NS INKY DYWIAW-YIAWA TN
DY 7Y NDIYN2 DRY ,NN'TA NINTY 2 NIX 79 [N INWI'R 72K ,'1D1 D'0NY-'0IRD ,0'MYN
7N 1Y 0'0IVIAN NINYA 73, TIR DYV YN T D7 NYWONNAY nY2IN IT'R NN7AaNN 701 IRY
NITX 1IN2 ,NT NIX AXN XY 'R 197 ]12'0a NK 0Nl 7D IR Regin C"wkn nn Nnir NN
DI'RN DN K7W NXND ,NIANPZN D'NIY-NIYL DIVK NXY9 X"7 NN X7 X Ty 7D ,nMivinn

.NYOY IX Carberp ,Zeus N> D'oIN'l X7 ,"7w miin

D'NION9N 7D NIAZYA NYYIY DIONONI WYIN XK'N 'MMKN DI'RN 7¢ N1ann 10INT7 NI RNAIT
,"Equation Group"-n NITIX DN7W White Papers NX IX'XIN Kaspersky-w [ATn INIX2 OYND .N7RN
7w o X7 190N ITTYWI 12w |“onp "Carbanak” nwa APT |"onp NITIK White Paper 1n019 Dn
D'NI0ND VYN X7 W' AT TIR'7AN NI' 7w D'T09N INWN T TIR™M 'vn? 7un 111 ,04ma
q19'0 NTY 1909 YIXA NIYTNN NNKRY '12'0 DIV |'K "N) NN MIYpNa 7"10 |"9npn NITIR
DI'RN DT D NN 'R ""Mayn 9o TIv" RO ANk R P7 niontninn X L(12v0 YR NITIR 0N
NINN2 N2ITYIY 121 N7 .90 YyIann? [N T¥D 0"007 DYTYXY NIND DN N7¢ minin

UV NI XRID JI'VAN X LJIWYT7 nn v N |'K NXpPZin wnnwnY Carbanak 7w nTIavn

29 mImrrn DIrRN VIYS NITX N2 L('N'R 0'D0N7 X7 'w9IN 1Y ANI) 19NN NIX 2N "IRY 'R '97
a10n D'oN'l 10 AN "D*NITXR" 0N oy N "DroIwe” 0o’ X7X MINK 1Y NSA-NY X7 KIN
nunnw D'-Bot-Net-n 75 IX ,0nY% D7wWX X7¥W TV awnnn NX "7 71vah 101'w Ransomwhare-n
22N NN NX 117 [pN% 001l MITB NIDPNN DYXINW 17X IX 'RIWK '0'01D 1211A7 XN DN7Y

waMv an

D' >1Iyn NT
www.DigitalWhisper.co.il
2 2015 yan ,59 i



http://securelist.com/

Technologic

7V DI'RN NN X7 wnn X ,N'AI71D00 NNNa DMyn TIRN Stuxnet IX Regin 7w |1a'0a n'oN
XN DIMNINK Y'WYN K7 IR TIV 7D ,21W) 7w NIRD NWAN 7Y IR N Y Df019N Nwan
D'2AYNN DI'N NIXYY? N2 P TYYW N2'0N NIRT '2INI,NT NIX D220 D'WIR N2IN K7Y AR L (NNINKD

.Conficker-a n'vi1xa

59-0 |I'720 DNIRTAY N'ANT7 N2 NTIN TAN7 XL ran 7w myn nnxan 72707 yaaw oYl
227 N2 ATIN L12'0 7AI'7 DAY DTN NP NAI0Y '019N DT 1YWY nan lwTinn DoNIo

ld4d-7 nan nTINI Yynw XN

YN P'TNNT ANYXN TV R C)R AYIN 7 'R 1M D90 N7'Y Y NI N2 nTIin L [aumol

© nn'x

Inann nx1p

ANTO0p ORI TR NN

D' >1Iyn 1T
www.DigitalWhisper.co.il
3 2015 yan ,59 |i'7a




Technologic

D'y PIn

2 0'DIIYN NIT
4 D'y |DIN
5 72101 YT'N NNVAX NN Machine Learning N1710'2 win'w? Rian
43 The Husky Code
54 A 770 - Hacking Games For Fun And (Mostly) Profit
69 DI3'0 MAT
0"y PIn
www.DigitalWhisper.co.il
4 2015 yan ,59 i



Technologic

NN Machine Learning Nni710'a win'y'? Xian
201 YT'n NNLVAN

171'0 7' NN

Xian

yTnm 9700 7T ,wTn W N D71 Ntmd oy TTMNNY 078 DIAK DINR D9IPN N
D"'jP0Y DMANKI NI'POY NIFAIO TX7 .02 DNV NIPN WX ,DR1a11 DRIY D'0NISY [ONINAN
7201 YT NNUVAX NIIO DY NITTIANN XY 2IYN ANl NN ‘0l yT'n IN'R ,0MInow

APT ' ,0awnn IX\I D'UNNYUN NIRNINNA NIANN N NNAm ,(D"Pﬂ ™A% DN]'IDJ)

.(Advanced Volatile Threat) AVP-1 (Advanced Persistent Threat)

SIEM (Security Information and Event Management) Nnai™ ,0"NIONAN YT'NN NNVAX NIRNNDS

nyn NIYTa 198 DNXIN 7Y 71010 DNIPN QWK NIRTE L, N'00YIN NAINN DIIRYT 7907 D'wpnn
Ay NXTELAVT-I APT ni9'pn oy TTMNNY? D'wpnn Drnionn Sandbox-n NIINNS® X .NyY
D1 ,Sandbox-2 NIY¥aNAN NIZ'TAN NID'RI NN DMY'pn Ni7aan ,0'97IMn 7w 130 DpNNn
DOV DO'XI7'NN INWN |2 VAN 12T ,0Npnn NN N n7aam Sandbox-n Maona npTan

.0v

Al NI713' 217'W 1'D 7'W7 0TIR 11X QWK NII0N DY NITTIANN DW? DI D'722mn NRNNon TNX
7w IlUXRIN 17'70 797 DXNNA 12101 YT NNVAK XINA - NTNIPKR7A N1 - (Artificial Intelligence)
,D'9011 D'NDY DAYIND YIN'Y W' 1PNNN NNS01) 7NN MINND ‘NN 195002 Tpnn' NN
Machine Learning :Al win'm? n'n"Dw ( Architectures ,Frameworks, Models ,Domains :nnaIT
\ naw'n nI7ra) Biological Computation-2 win'wi Deep Machine Learning (DML) (ML)
My ML N7 7w DMIwdy D'wIn'M 190N Tpnn' nxnn 7w awn 10 (npronimaRina

.Fraud "1n'T7 Nd>yn NnaiTd ,0'N'OW 12101 YT NNLVAN

NI71>'2 wm'w? X1an Machine Learning 720l yT'a NNVAX NRINN9]
www.DigitalWhisper.co.il
5 2015 yan ,59 i



http://en.wikipedia.org/wiki/Advanced_persistent_threat
http://en.wikipedia.org/wiki/Advanced_volatile_threat
http://en.wikipedia.org/wiki/Security_information_and_event_management
http://en.wikipedia.org/wiki/Sandbox_(computer_security)

Technologic

:Al-7 nVwoIN (TIXN) NTAN 2"¥N IR Al-0 DINNA X'P2 1'RY KR
"A.l. is the study of how to make computers do things at which, at the moment, people are

better. ", Elaine Rich

12 0OI'D "WUK ,(D"\J'I') NI71V9 Y¥17 D'AYNNY NYOKR' TUX D'DITA 1701V NT 7NN DINN (NMAy1 IX

NI Q10 91X 0'YXAN DTR

:N1'N ML-7 (nron') Nuwoini NNDW ,(MMXAN JYNN2 2NN TWR) NIIYRY TN LD 17D

"Machine Learning is Ability of a machine to improve its own performance through the
use of a software that employs artificial intelligence techniques to mimic the ways by
which humans seem to learn, such as repetition and experience. Machine Learning
relates with the study, design and development of the algorithms that give computers
the capability to learn without being explicitly programmed. It is the methodologies that
are used to allow computers do intelligent task as human do; prediction, detection,

classification, recognition, etc", Prachi A
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"Socrates: "I want to know what is characteristic of piety which makes all actions
pious...that | may have it to turn to, and to use as a standard whereby to judge your

actions and those of other men" (algorithm)

Aristotle: Try to formulate laws of rational part of the mind. Believed in another part,

intuitive reason"
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"Deep Learning is a new area of Machine Learning research, which has been introduced with the

objective of moving Machine Learning closer to one of its original goals: Artificial Intelligence."
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"Big data is high-volume, high-velocity and high-variety information assets that demand cost-

effective, innovative forms of information processing for enhanced insight and decision making."
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Regression, Instance-based Methods, Regularization Methods, Decision Tree Learning, Bayesian,
Kernel Methods, Clustering Methods, Association Rule Learning, Artificial Neural Networks, Deep

Learning ,Dimensionality Reduction, Ensemble Methods
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Figure 2: Distribution of fraudulent users by their lifetime (of undetected activity) before using our approach
and after eliminating those fraudsters caught by our approach

Before

0 10 20 30 40 50 60
Lifetime of fraud accounts

Fraudulent users

After: missed

200 -
100

1 T ]
0 10 20 30 40 50 60
Lifetime of fraud accounts

Missed users

After: detected

200 -
100
0=

0 10 20 30 40 50 60
Lifetime of fraud accounts

Detected users

\ NP NI7'YS NINT? DNNWOXA W' QWX ML NI71>! y'yn [INN9N D NIKYY N1 ,7'W7 2mx? oknna

'"7NN2 07X TP NIWNNA IXN 7Y DIM'aMY7 nixny in L Skype NNRIAWN Y NP K7

'yTn) Behavioral Scientists oolan mvnia un't \ (D19 ua't) Facial Recognition .71

(nananan

TANK TANNITRN DI NN DIRTIENNNA 2AIYNNN NIDIYNY 0'YA YUK NINRYIE D'YANYN IN'T
2"NN WK 12T ,21 YT 0'90Ik D' Tpnn (Open source intelligence) OSINT 75 ,|3 M) .0IAKY
Um'y ni'> 0'771> 00N IRNNE NIN'K NRNNDS ,73'97 .00 NN |2 NIM'RE NA7XD YIXA
XTI ,ND7IN1 NI7TAN YN NI‘md oy DITTmNn ow? (ML Dinh nnn Tin2) Al D7D anM
Internet of ) loE-n ,|3 mM> .(Intention) nuPN ANRIE (A'Y7R) PIrTR NN I9'WY apna
D'YUTN DNANK 2'¥n (DTN 7w 01NVIRN LloT - Internet of Things 7w Xan 1ITN) (Everything

NX [N NOY' QYUK D'YTNI D'OUNIVIX D'7TIN NIN'S DN DAYNN WK ,NWIRD NN2ANYIE DRIAKY

.2"0 Il DY NITTINNNY I'll|7'7n NI YTN NNLVAX NNT NX NI n|,7'7n n4uin

NI71>'2 wm'w? X1an Machine Learning 720l yT'a NNVAX NRINN9]
www.DigitalWhisper.co.il
25 2015 yan ,59 |i'7a



http://en.wikipedia.org/wiki/Open-source_intelligence

Technologic

NINT? N712'n DX N7710 M0 AT DINNA NINTENAN N7 NNR 0T JANR DAMD At (D)
AYIN) 1N T 17w 0190 Nyan 217 0T8N 7w (0'7' nvan) 790 naxn 2 nirpy oin
OI7N .(Qwnn T %Y nivisnn DT Ni7Ive 7w anin jian - "Multimodal” 11'n ninna now

N7y 190NN DI'D) D19 NIYaN 20-> y*an? 0'7a10n DTRN 2 D 172 Ohio State University-n DMgin

775 Mipmin pnnn iIn A DTRN 7Y (NNNY NNAr) 'wadn axnn DX Nivaan WX L(46-37
76.9-1 ,0"0'02 NIYAY NY'Y 'IN'TA DTINK 96.9-> 7w N71D' nA'wn TWK D19 'IN'T7 NIDIN NIN'D

Paul a1712'090 7w NN 0'02 7V NNID AT NIDIN 297 .0RAINN NIYAY ¢ Mjna DTINK

NIN'S7 0'02 NN 7"IN APNNN NI Nyan D00 7Y 19MI1 IN'R XY 7oy WWN L Elkman
NI7'Y97 DXNNA DY 0"V NIYNT7 NNWONR IN71D'A W' WK, (Facial Action Coding) FAC nidyn
1027 DIMN? NI YR L9IA0 N2R NIVIANE D190 NY NI NNAT) 71210 19 7w No'on

.(n"1on 'wan

.TADY TXN 7w NidImMn nn IR DD UNKKR 117X 100 D7D fayn win'y |, 1a0in XNl
(DN DX 'R'0™MI9N DXN PITA? TADW TX7 TWOKT? 710" 'Kj2'0'719 7w D71¥N DIX] NN ,RNAIT? D
22 NN 17X 2100 NIMLVAI NIV'YA YIN'Y . TA7] DY'N9Y 0N MAITN XNY IR I'MNNXN Tiny?

.NDWNN NTY V'Own7 IN71D'2 W' "WK (OSINT) 'fAa0I00N

[NNSN DAl ,019 NIYAN 0'02 7V NINAI INT IWONN TWX NN 2D NNN'S Emotient Nnan
,071Y ML mMNNA78 wim'y T 2¥ y¥annn NINY oxNNa .FAC-n NIINNDS 7w DTpnn T linn
A17'w 0791 DD NIYAY NNA WA 7w (Mnk 1) Real Time-2 0™Mp'v 0"V NINT? N1
NNIY NIFAI'09-NIRAI7N'Y NNINY OXNN] |2 11D .NIIY NRIAN 2'0N7 [N 0NN L,D1IY NIYAY Y
wnNwn? 0% OXNNAI ,0'M'M0N DNITRA NYTY Tyl N'Nim- NI7'W9S 001an wal D p'on? N1
TNyal NN DIY ONITR N7'W9N MpY 0 79 DR L RNAIT? D Mpw R 'wnd [nnoa
N'DN NN2NN NIYUY7 .NNAKR 0 DR Y2 QWRA NIY DY YIN 1970 NN 'OIX )0al ,NNTYN
0'S011 0211211 YI'0Q N'Y7IR vixa My D1 L,NTAyNn 'NIN 85%-D W 7I'T NN a'win? nn'ixn

[''¥7 1INON N .01 [DINA IR NN DK 19w A N (71 NIMALINT 2V 001200 2197 NNAD)

AWKR (Y7 ndTE nI7110V) Technology and the Right to Lie - Xwil X |IMT7 n7yn IT N0

.NNXY 192 NIYIAKYT 'MN2N-101M NANK QNN XIN AX ,NT ANIXN NNa0Nn ain

NI71>'2 wm'w? X1an Machine Learning 720l yT'a NNVAX NRINN9]
www.DigitalWhisper.co.il
26 2015 yan ,59 i



http://www.osu.edu/
http://en.wikipedia.org/wiki/Paul_Ekman
http://en.wikipedia.org/wiki/Paul_Ekman
http://en.wikipedia.org/wiki/Paul_Ekman
http://en.wikipedia.org/wiki/Open-source_intelligence
http://www.emotient.com/
http://www.theatlantic.com/technology/archive/2014/06/bad-news-computers-are-getting-better-than-we-are-at-facial-recognition/372377/#disqus_thread

2Technoloqgic

nlan 7w '0'aRD NN9N 7w nimon 17N 7w (1'7nnn 2w nnt '7nn) Workflow 2"yn 707

D19 NMY W NIFTINT NIYIAN 22 7un ONKRY? ANNYOKA W' NNANN 'I019Y7 DXNNAL Emotient

Basic

Demographics
(Fall 2013)

22 Facial Muscle
Movements
(Fall 2013)

Frustration
Fatigue
Confusion
(Fall 2013)

Head Pose

Face Detection

Single or

Multiple Faces

Detection of
Primary Emotions

Emotion Awareness
Microexpressions : i
&Subtelty Delivers Actionable
Insights

a¥n N Emotient NNaN YW '02aRN [NN9N NI 270 X1 WK RNAIT? D'WAN A"yn LD nd

A7 ona pTAIN 7w (270 NniwN) Attention-n NN DX

2015 yan ,59 |i'7a

— Attention
é 50 86% Attention
g
o
0
00:0002 000004 000006 ODOG:0B  0Q:00:10  00:0C42 000004 000076 000018 000020 0D00:22  0G:00:24 000026 00:00:28
D0:00:30
] 1] ]
NI71>'2 wm'w? X1an Machine Learning 720l yT'a NNVAX NRINN9]
www.DigitalWhisper.co.il
27



http://www.emotient.com/
http://www.emotient.com/
http://www.emotient.com/

Technologic

A7 0N pTaIN YW (N'wan ninivn) Emotional Engagement-n NN NIX A'¥n Xan D'WANN

Emeotion Detected by Second
Anger

I Contempt
5 Disgust

M Fear

M Joy

00:00-02 00:00:04  00:00:06 00-00-08 00:00:10 00:00:12 00:00:14  00:00-16 00:00:18 00:00:20 00-00:22 00-00-24 00:00:26 00:00:28 Sadness

FaceSecondl(s)

Surprise
[D0-00:30

4 m b

Video Length: 30 sec From 00:00:00 Te 00:00:30

[NN% oI NXTI ,N'ON' NN NIXKTI NN N0V AT IWORN "IN [NN9A D NIRYTZ [N D97

[Pt IR "NR" 21T XN DRD NNAT L0190 NIANINN 7V NID0I1 NRIAN NP7 N7
Web-7 nwmn nya ("qipw” 9182 wnnwn 1a't) Transparent User Authentication .n

NI NI0'Y 7apna X 01 91K N2a (VNVI'R) Web-2 WIN'wR NINNRD DAWA DMWY
0'011'S D'INXA X N'DYW NIXNO'0A WIN'WN ,NNAIT? 2 .121 [DINA NNWN K7 NINIF7n\D'wnnwnn
NIAdM APy o' R L('MIoN MU NI NNAIT) NINTERR T D7D Wiyl 010
D'ONIYN DIPN VTVANI (NIW') Legacy NIDIWAN NYARN NINAKN N'YAL N'ON' NNIAA NI7Y ,Nniaa

.0 1 ol

nya ("qipw" |191Ixka wnnwn 1) Transparent User Authentication |INn9 ny'xn BioCatch nnan
wimm 7700 ,("9ipw" nainn-1ank) Invisible Challenge-Response 7*7nn 7y ooiann ,Web-7 nwn
Nathan 'o1no 7w Npnn 7y oo IT AT NO'W PN D |"X7 XN N .Y T¥a ML ni7ine

-1 70V WK (The Centre for Security, Communications and Network Research) CSCAN-n Clarke

wnnwn nin'R) "Transparent User Authentication: Biometrics, RFID and Behavioural Profiling"

.("manINn 7'919 ,RFID ," 0NN (91w [9IXA

-D'"P'Y D112 1Y 2011 |INNON

0'02 7 (am \ 1970T) ni7n X7 ("7 "anx" npatn) Challenge Inject - nign Ty A
XTI, (NIP70 T "Nirn” n1'na oWy o1, Replay Nopnn nN7¥n? NiNfaon Mogn owY) ‘im0
(nrixn X7 NN NIT'WoI 0'0R79Y NNAITY) NYTIN K70 WNNwNN NAIAN DX [IN7 n1una

NT NIPN2 NNIAN NN .Van Jon Nuon  NT7pn N7Yon 120y N2VoN D'jwnn 150na

NI71>'2 wm'w? X1an Machine Learning 720l yT'a NNVAX NRINN9]
www.DigitalWhisper.co.il
28 2015 yan ,59 i



http://www.biocatch.com/
http://www.cscan.org/default.asp?page=showprofile&type=staff&id=3
http://www.cscan.org/default.asp?page=showprofile&type=staff&id=3
http://www.cscan.org/default.asp?page=showprofile&type=staff&id=3
http://www.cscan.org/default.asp?page=aboutus
http://he.wikipedia.org/wiki/RFID

Technoloqgic

D'019N |2 Y ApY NXTE("MANK" npata) Challenge Inject-7 NJIIW NNI¥a 2'an DTR 7D D 10
:0'NAN D'MINNA

NI9TYN ,0'2'0P™79X NIANINN '0I9T L(N'X1'TIR) T-|'V DIX'N NN Nia'vaap nnpn 1
Invisible Challenge-Response-n 7"7nN7 NIFTIN'' NIAIANT ,PWNNN DY N'YPRIVIN '0I9T ,UIn'y
("qIpY" naan-1anx)

,( T2 NITWAN NN L7TIaRN 7w ynn naxiy 7xne\m T win'y cnnaim ,nmailro's o 2
.DNWA YIN'YN 'OIX LT 7TIA

nwa? nom wnnwnn my (Device ID) n'xj'798\1'winn 10 :NNAITY ,0"NIION DDV D'NIIA 3
.01NVI'RN NW 790 ,'9MIN'A DIF' ,ARWUNYT

MUNIO 400-d N0 7Y NXTI,WNNWNY7 *TIN" 79119 N2 YWWX ML NMI71002 win'y - "YW 1Y .2
DXN DN NINT? NNWOKR NIY' 1121 WK FTINTD 7'91N197 DRNNA NP7 TYN 190K YUK NI7'WO
XNV 010 NNAITY) WNNWNN 1'WUONA |'IY 21 NIZ'WO Mw' OXRN ,"Nmx" PR KN wnnwnn

NN L(NXAIN) Fraud [1'0' y¥ann oXN 21 (MIiTM - Man in The Middle no'zn wnn? nomn

My DA MY IAWNY [1AWNN 902 NNy VI

10'7) Transparent User Authentication 7*7nn 7w (XNaIT7?) 'MNd0 IR 790 2"¥nn VILWN

(("qIpw" 1DIX2 wnnwn

CurrentHand | e Current Cursor Position

Position r Signal

Cursor Curv
Motor Command Tactic Target Position
(Force) Perception CUI‘SOF Visual

Perception Click Me!

Target
\ Visual Perception

Visual Perception Parameters
e.g. noise, delay etc.

Control Loop Parameters
e.g. loop gain

NI71>'2 wm'w? X1an Machine Learning 720l yT'a NNVAX NRINN9]
www.DigitalWhisper.co.il
29 2015 yan ,59 |i'7a



http://he.wikipedia.org/wiki/%D7%94%D7%AA%D7%A7%D7%A4%D7%AA_%D7%90%D7%93%D7%9D_%D7%91%D7%90%D7%9E%D7%A6%D7%A2

Technologic

:D"NINN DVNND 10N A'¥N WK ,NY T¥2 ML-0 7'70N NN NIRYIN NIX 2'¥n 2"¥nn 0IvYN

D20V TN unn N7Y5n Ny 02IYN D'YNNwnn Ni7?we nina - .1

N7 IN M'017 Ynnwna "It oRN T L2
.False\Positive 2100 niyv ¥ nnI'y? nnaon nina .3
4

.Positive\False a10n NIyv 7¥ nni'77 niNfaon NINA

A B
user 1 user 2 2
- —
. .'.”. @ geniune
Sy intruder
o »y 0 » P2 | mm— false rejection rate (FRR)
- e 15
Sg | == false acceptance rate (FAR)
1] »y 5 m
s 4L . 4 ’ ek
[ 0 1 -1 0 1 2w ——
o =5 i
g user 3 user 4 e
g 1 . © 1 S
-2 =8
=8
o =
0 ‘ 0 » ea
o
a

Lol

-1 0 1 1 0
keyboard score

-

Invisible Challenge-Response N"i71100 oy TN' ML NI7D 25wim wim'y D NIXN? NI )2'9Y
72702 NXRTE L NINRP\D'WNNWA NI Q10 [DIKA NINT? DAR? yro7 70t ("qipw" naian-1ank)

NIP7\wnnwnn 82 NIRAN NI N7 [1IARD N7 19T
CrowdSource '00'0LO0 YIIN] YIN'Y NIY¥XNK2A (nj711) Maleware NIN'X

ATV 7D Ninn WX ,Cynomix DDA NX INN'S DARPA 12X DY qIN'WA Invincea Labs n1an
XTI L,(MI713' 7'9N9 - "Capability Profile") 'mitn 912 MK yalp 7w yT' aIx'"'? D'0O'7INY
727 L,(N'WaL N9V TIA'Y NI7ID' 7Y NP'Ya 00Iann '00'uvo VIM) CrowdSource-2 WIN'Y NIYXNNA
VIX'2 MYOXRA NDIWNN D [U¥X 120N NN AT IX? NiNan 1T N71D' 0'00'7IXR7 TWONNN

7¥ D"oTNI 0MAI71100 NIINRY 172 7w Y7an" n wR L,(INK? NoTIN) Reverse Engineering

1019 NINYILLIMAINT WXIND 7' 770 A1 Y'70N ,2N7 .N719 9IXI 17W N1ann NN )T XM

NIIX2 7W19N WTN XN 2'9107 NI JINN YXIan JInX? oimnn )'7nn ,anY? .on7ive T

"Alpnn DX nwyn? p'nynY '7an oniT

NI71>'2 wm'w? X1an Machine Learning 720l yT'a NNVAX NRINN9]
www.DigitalWhisper.co.il
30 2015 yan ,59 i



http://www.invincea.com/
http://www.darpa.mil/default.aspx
http://www.cynomix.org/
http://he.wikipedia.org/wiki/%D7%94%D7%A0%D7%93%D7%A1%D7%94_%D7%94%D7%A4%D7%95%D7%9B%D7%94
http://he.wikipedia.org/wiki/%D7%94%D7%A0%D7%93%D7%A1%D7%94_%D7%94%D7%A4%D7%95%D7%9B%D7%94
http://he.wikipedia.org/wiki/%D7%94%D7%A0%D7%93%D7%A1%D7%94_%D7%94%D7%A4%D7%95%D7%9B%D7%94
http://he.wikipedia.org/wiki/%D7%94%D7%A0%D7%93%D7%A1%D7%94_%D7%94%D7%A4%D7%95%D7%9B%D7%94
http://he.wikipedia.org/wiki/%D7%94%D7%A0%D7%93%D7%A1%D7%94_%D7%94%D7%A4%D7%95%D7%9B%D7%94

Technologic

[PIM U D710 '0O'VLVO INIVOZL NINM ;I1'N NYXAN NDWNN WK 70NN 7W VYDIN IIR'N

D'¥272 VOV NITY DY N'¥7IP VIX'Q DW? NNTI http://stackexchange.com INXNn 0'MIOND

N2 NIWONN NDWNN L9011 .7TAIN YAl 'OIX XWIN NIONYT Y'an? TWONNN 12T ,0'"INI
N> .(NT11) Maleware DX "IN112N YAl D T'WR? 0710 WK L(NI71D' 7'91n9) "Capability Profile”
AWONY7 D11 ,D1IIW D'¥AR |2 ARIWNYT 0'01) wnw'? 071D (NI71D>' 7'9119) "Capability Profile"-n o

.(Njpm1) Maleware 7w nxvIN Nt 7'221,(NIPTA) Malewares |'2 D*7'apn DR NINT?

DMIONdN PIN 2 (MZNNN '70N) NAZ¥NN1 UN'RD 7NN DX MO0 91X A'¥N XA D'WINN

IIININ YaIrNN IX7INY VOPL NITYY http://stackexchange.com A"nXa

Web Technical Document
I=) stackoverflow SN N U I =S

How to getjscreenshot 4 L‘—“—-*N"mmlxulii?ﬂ

you should call the PrintWi AP|

Malware Sample

FindWindow()
)

void CScreenShotDlg::0nPaint()
{ Aate
Seegaoer iy " $0x6813,$0x96
ot the window handle of dhieamil ‘FinaVYY $0xce,%al
HWND hind = : ” ) $ox1
oy 0xb90@ecaa2 ; PrintWindow()
e o documents allows i
0); inference of capability eop

%ecx,%edi

Figure 1. An illustration of the intuition that we can correlate terms found in malware binaries and terms found in
StackExchange documents to identify high-level software capabilities within malware
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"All animals exist by instinct, but humankind progress by intelligence - knowledge (the
well-justified true belief leading to hope & action). Knowledge of humankind is
increasing exponentially day by day (save the behavioural ethics), future is bright only for

the knowledgeable kind, Al & machines ought to replace the ignorant!"
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e ASR (Automatic Speech Recognition)

e DNN (Deep Neural Net)

e DSSM (Deep Structured Semantic Model)
e DBN (Deep Belief Network)

e DBM (Deep Boltzmann Machine)

e Decision Tree Learning

e K-nesarest

e Logistic regression

e Naive-Bayes
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Professional Books:
e Data-Driven Security: Analysis, Visualization and Dashboards, Jay Jacobs, Bob Rudis, Wiley,
February 24 2014

e DEEP LEARNING: Methods and Applications, Li Deng and Dong Yu, Microsoft, 2014

e Machine Learning for Hackers, Drew Conway, John Myles White, O'Reilly, 2012

e Biological Computation (Chapman & Hall/CRC Mathematical and Computational Biology),
Chapman and Hall/CRC; 1 edition (May 25, 2011)

e Machine Learning: Concepts, Methodologies, Tools and Applications (3 Volumes),
Information Resources Management Association (USA), July 2011

e Transparent User Authentication: Biometrics, RFID and Behavioural Profiling, Nathan Clarke,
Springer, 2011

e Artificial Intelligence: A Modern Approach (3rd Edition), Stuart Russell, Peter Norvig, Pearson
India, 2009

e Pattern Recognition and Machine Learning, Christopher M. Bishop, Springer, 2007

e Graph Theory With Applications, John Adrian Bondy, Elsevier Science Ltd/North-Holland,

1976
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Computational Analysis of Terrorist Groups, Lashkar-e-Taiba, V.S. Subrahmanian, Aaron

Mannes, Amy Sliva, Jana Shakarian, John Dickerson, Springer, 2013

Articles:

The History of Automatic Speech Recognition Evaluations at NIST

The History of Artificial Intelligence, History of Computing CSEP 590A, University of

Washington December, 2006

Learning Deep Structured Semantic Models (DSSM) for Web Search using Clickthrough Data

Encoding and Decoding

Deep Boltzmann Machines, Ruslan Salakhutdinov and Geoffrey Hinton, 12th International

Conference on Artificial Intelligence and Statistics (2009)

An_Efficient Learning Procedure for Deep Boltzmann Machines, Ruslan Salakhutdinov and

Geoffrey Hinton, Neural Computation August 2012, Vol. 24, No. 8: 1967 - 2006

ARTIFICIAL NEURAL NETWORKS IN PROTEIN SECONDARY STRUCTURE PREDICTION: A

CRITICAL REVIEW OF PRESENT AND FUTURE APPLICATIONS, BIOMEDIN 231: Computational

Molecular Biology Professor and Instructor: Doug Brutlag and Dan Davison

Deep Machine Learning—A New Frontier in Artificial Intelligence Research, Itamar Arel,

Derek C. Rose, and Thomas P. Karnowski, The University of Tennessee, USA, NOVEMBER 2010

| IEEE COMPUTATIONAL INTELLIGENCE MAGAZINE 13

An Introduction to Machine Learning Theory and Its Applications: A Visual Tutorial with

Examples, Nick McCrea

A Deep Learning Tutorial: From Perceptrons to Deep Networks, Nick McCrea

Deep Learning Tutorials

Data Mining: Classification VS Clustering (cluster analysis)

Fundamentals of Machine Learning

cognitive computing, Margaret Rouse, 2014

Cloud Based — Distributed Data Mining

Artificial Neural Network (ANN)

What is Data Science, Mike Loukides, O'Reilly Radar

Big Data, Gartner Glossary

Tour of Machine Learning Algorithms, Jason Brownlee

List of machine learning concepts
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Machine Learning and Cognitive Systems: The Next Evolution of Enterprise Intelligence (Part 1)

Machine Learning and Cognitive Systems, Part 2: Big Data Analytics

Neural Implementation of Reinforcement Learning, Kenji Doya

Predicting the future of artificial intelligence has always been a fool's game

Computational Creativity: The Final Frontier?, Simon Colton, Geraint A.Wiggins,

Computational Creativity, Centre for Digital Music, School of Electronic Engineering and

Computer Science, Queen Mary, University of London, UK

Intelligent probing: A cost-effective approach to fault diagnosis in computer networks, M.

Brodie, I. Rish, S. Ma, IBM SYSTEMS JOURNAL, VOL 41, NO 3, 2002

Psychology of Intelligence Analysis, Richards J. Heuer, Jr.CIA (Central Intelligence Agency)

Bill Gates is the latest brilliant person to warn artificial intelligence could kill us all

New Human-Machine Interfaces: Beyond Verbal Communication, Kerry Doyle

IBM updates Watson with five new features, now better than ever

Modeling and Predicting Behavioral Dynamics on the Web, Kira Radinskyz, , Krysta Svorey,

Susan Dumaisy, Jaime Teevany, Alex Bocharovy, Eric Horvitz, CS Department, Technion—Israel

Institute of Technology & Microsoft Research, Redmond

Towards Detecting Anomalous User Behavior in Online Social Networks, Bimal Viswanath, M.

Ahmad Bashir, Mark Crovella, Saikat Guha, Krishna P. Gummadi, Balachander Krishnamurthy,

Alan Mislove, MPI-SWS, Boston University, MSR India, AT&T Labs-Research, Northeastern

University

Learning Methodologies:

Reinforcement Learning

Supervised learning

Unsupervised learning

Semi-supervised learning

Machine Learning Algorithms Comparison:

A Tour of Machine Learning Algorithms

Comparison of Machine Learning Algorithms

Machine Learning Algorithms Comparison Table

Learning Knowledge and Skills Development
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http://www.wired.com/2014/07/machine-learning-cognitive-systems-next-evolution-enterprise-intelligence-part/
http://insights.wired.com/profiles/blogs/machine-learning-and-cognitive-systems-part-2-big-data-analytics#axzz3QTZgBcWi
http://yosinski.com/mlss12/MLSS-2012-Doya-Neural-Implementation-of-Reinforcement-Learning/
http://www.wired.co.uk/news/archive/2013-03/29/predicting-artificial-intelligence
http://ccg.doc.gold.ac.uk/papers/colton_ecai12.pdf
http://ccg.doc.gold.ac.uk/papers/colton_ecai12.pdf
http://ccg.doc.gold.ac.uk/papers/colton_ecai12.pdf
http://citeseerx.ist.psu.edu/viewdoc/download?doi=10.1.1.66.4079&rep=rep1&type=pdf
http://citeseerx.ist.psu.edu/viewdoc/download?doi=10.1.1.66.4079&rep=rep1&type=pdf
https://www.cia.gov/library/center-for-the-study-of-intelligence/csi-publications/books-and-monographs/psychology-of-intelligence-analysis/PsychofIntelNew.pdf
http://bgr.com/2015/02/03/bill-gates-artificial-intelligence/
http://newsroom.cisco.com/feature-content?type=webcontent&articleId=1500415
http://www.extremetech.com/computing/199005-ibm-updates-watson-with-five-new-features
http://research.microsoft.com/pubs/158372/fp0518.pdf
http://research.microsoft.com/pubs/158372/fp0518.pdf
http://research.microsoft.com/pubs/158372/fp0518.pdf
http://www.mpi-sws.org/~gummadi/papers/anomalous-socialbehavior.pdf
http://www.mpi-sws.org/~gummadi/papers/anomalous-socialbehavior.pdf
http://www.mpi-sws.org/~gummadi/papers/anomalous-socialbehavior.pdf
http://www.mpi-sws.org/~gummadi/papers/anomalous-socialbehavior.pdf
http://ai.ato.ms/MITECS/Entry/sutton.html
http://en.wikipedia.org/wiki/Supervised_learning
http://en.wikipedia.org/wiki/Unsupervised_learning
http://en.wikipedia.org/wiki/Semi-supervised_learning
http://machinelearningmastery.com/a-tour-of-machine-learning-algorithms/
http://www.cs.cmu.edu/~aarti/Class/10701/MLAlgo_Comparisons.pdf
http://historysquared.com/2012/02/02/machine-learning-algorithms-comparison-table/
http://www.talentlearningcenter.com/cognitive-learning/learning-knowledge-and-skills-development/

Technologic

Security:

Cybersecurity and Acritical Intelligence, From fixing the plumping to Smart Water, IEEE

SECURITY & PRIVACY, SEPTEMBER / OCTOBOR 2008

Cold remedies and Oracle Security

Machine Learning Final Project Spam Email Filtering, Shahar Yifrah, Guy Lev, Tel Aviv

University, March 2013

Machine Learning Techniques in Spam Filtering, Konstantin Tretyakov, Institute of Computer

Science, University of Tartu, May 2004

Naive Bayes spam filtering

You've Got Spam!

Defending Networks with Incomplete Information: A Machine Learning Approach

Applying Machine Learning to Network, Security Monitoring, Alex Pinto, Chief Data Scien2st |

MLSec Proj
Getting Smart about Threat Intelligence (#TIQtest), Alexandre Pinto,CISSP-ISSAP,Chief Data

Scientist, MLSec Project

Botnets Behavioral Patterns in the Network, Garcia Sebastian, CTU University, Czech Republic.

UNICEN University, Argentina, October 23, 2014

Early Security Classification of Skype Users via Machine Learning

Data Analytics for Security Intelligence - Cloud Security Alliance (CSA), 2013

MAEC Language Overview, Version 4.1

Characterizing Malware with MAEC and STIX

Cylance Whitepaper Math vs Malware

CrowdSource: Automated Inference of High Level Malware Functionality from Low-Level

Symbols Using a Crowd Trained Machine Learning Model, Joshua Saxe, Rafael Turner, Kristina

Blokhin, Invincea Labs & DARPA, 2014

Threat Intelligence Overtaking SIEMs and Firewalls as Primary Countermeasure

Artificial Intelligence Applications in Database Security, Computer Security Journal, 1990

(Miller Freeman Publishers), Vol. 6, No. 1, (co-authors: W. Tsai, T. Keefe, and D. Thomsen)

Applications of Artificial Intelligence Techniques to Combating Cyber Crimes: A Review, Selma

Dilek, Huseyin Cakir, Mustafa Aydin, International Journal of Artificial Intelligence &

Applications (IJAIA), Vol. 6, No. 1, January 2015
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http://www.landwehr.org/2008-09-sp-landwehr-ai-and.pdf
http://www.landwehr.org/2008-09-sp-landwehr-ai-and.pdf
http://www.petefinnigan.com/weblog/archives/00001282.htm
http://www.cs.tau.ac.il/~shaharyi/ML_Project.pdf
http://www.cs.tau.ac.il/~shaharyi/ML_Project.pdf
http://ats.cs.ut.ee/u/kt/hw/spam/spam.pdf
http://ats.cs.ut.ee/u/kt/hw/spam/spam.pdf
http://en.wikipedia.org/wiki/Naive_Bayes_spam_filtering
https://destogate.wordpress.com/2008/03/16/youve-got-spam/
https://media.blackhat.com/us-13/US-13-Pinto-Defending-Networks-with-Incomplete-Information-A-Machine-Learning-Approach-WP.pdf
https://www.blackhat.com/docs/webcast/05152014-applying-machine-learning-to-network-security-monitoring.pdf
https://www.blackhat.com/docs/webcast/05152014-applying-machine-learning-to-network-security-monitoring.pdf
https://congress.isc2.org/sites/default/files/Session3143-GettingSmartAboutThreatIntelligence.pdf
https://congress.isc2.org/sites/default/files/Session3143-GettingSmartAboutThreatIntelligence.pdf
http://archive.hack.lu/2014/Botnets%20Behavioral%20Patterns%20in%20the%20Network%20-%20Garcia%20Sebastian.pdf
http://archive.hack.lu/2014/Botnets%20Behavioral%20Patterns%20in%20the%20Network%20-%20Garcia%20Sebastian.pdf
http://research.microsoft.com/pubs/205472/aisec10-leontjeva.pdf
https://downloads.cloudsecurityalliance.org/initiatives/bdwg/Big_Data_Analytics_for_Security_Intelligence.pdf
http://maec.mitre.org/about/docs/MAEC_Overview.pdf
http://maec.mitre.org/about/docs/Characterizing_Malware_MAEC_and_STIX_v1.0.pdf
http://www.cylance.com/
http://ieeexplore.ieee.org/xpl/articleDetails.jsp?arnumber=6999417&sortType%3Dasc_p_Sequence%26filter%3DAND(p_IS_Number%3A6999400)
http://ieeexplore.ieee.org/xpl/articleDetails.jsp?arnumber=6999417&sortType%3Dasc_p_Sequence%26filter%3DAND(p_IS_Number%3A6999400)
http://ieeexplore.ieee.org/xpl/articleDetails.jsp?arnumber=6999417&sortType%3Dasc_p_Sequence%26filter%3DAND(p_IS_Number%3A6999400)
http://blog.norsecorp.com/2015/02/18/threat-intelligence-overtaking-siems-and-firewalls-as-primary-countermeasure/
http://www.utdallas.edu/~bxt043000/Publications/Journal-Papers/DAS/J12_AI_Applications_in_Multilevel_Database_Security.pdf
http://www.utdallas.edu/~bxt043000/Publications/Journal-Papers/DAS/J12_AI_Applications_in_Multilevel_Database_Security.pdf
http://arxiv.org/pdf/1502.03552v1
http://arxiv.org/pdf/1502.03552v1
http://arxiv.org/pdf/1502.03552v1

Technologic

Multi-view Face Detection Using Deep Convolutional Neural Networks, Sachin Sudhakar

Farfade, Mohammad Saberian, Li-Jia Li, Feb 2015

Artificial Intelligence in Cyber Defense, Enn Tyug, Tallinn, Estonia, Cooperative Cyber Defense

Center of Excellence (CCD COE) & Estonian Academy of Sciences, 2011

Cyber Expert. Artificial Intelligence in the realms of IT security, Oleg Zaitsev, 2010

Multi-view Face Detection Using Deep Convolutional Neural Networks

Online Lectures:

(ML 1.2) What is supervised learning?

(ML 1.3) What is unsupervised learning?

Artificial Intelligence: Machine Learning Introduction

Neural networks [7.7] : Deep learning - deep belief network

Can Artificial Intelligence Change Cyber Security?

http://passbaconference.com/

Fuzzy Logic - Computerphile

IBM Watson: How it Works

IBM Watson-Introduction and Future Applications

Applying Machine Learning for Security Incident Response - Invincea Threat Data Server

Cynomix Automatic Analysis, Clustering, and Indexing of Malware

Science Documentary - Theory of Everything

Jonathan Byrne - Computational Creativity & Evolutionary Design

Obama speaks at cyber security summit, Feb 2015

Power Point Presentations:

When Cyber Security Meets Machine Learning, Lior Rokach, (5 SlideShares) , Faculty Member

at Ben-Gurion University of the Negev

Applying Machine Learning to Network Security Monitoring - BayThreat 2013

Artificial intelligence in cyber defense, Ujjwal Tripathi

CS104 Information and Information Systems Social Networks and Graph Theory, Morgan

Harvey
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http://arxiv.org/pdf/1502.02766v1.pdf
http://arxiv.org/pdf/1502.02766v1.pdf
https://ccdcoe.org/publications/2011proceedings/ArtificialIntelligenceInCyberDefense-Tyugu.pdf
https://ccdcoe.org/publications/2011proceedings/ArtificialIntelligenceInCyberDefense-Tyugu.pdf
http://securelist.com/analysis/publications/36325/cyber-expert-artificial-intelligence-in-the-realms-of-it-security/
http://www.techworm.net/2015/02/deep-dense-face-detector-a-breakthrough-in-face-detection.html
http://www.techworm.net/2015/02/deep-dense-face-detector-a-breakthrough-in-face-detection.html
https://www.youtube.com/watch?v=WpxK__SK2a0
https://www.youtube.com/watch?v=lANt56UOaSk
https://www.youtube.com/watch?v=-rMMTv7XLYw
https://www.youtube.com/watch?v=vkb6AWYXZ5I
http://www.bloomberg.com/news/videos/2015-01-16/can-artificial-intelligence-change-cyber-security
http://passbaconference.com/
https://www.youtube.com/watch?v=r804UF8Ia4c
https://www.youtube.com/watch?v=_Xcmh1LQB9I
https://www.youtube.com/watch?v=I-gZkqCXOgs
https://www.youtube.com/watch?v=2XizKHV_f6k
https://www.youtube.com/watch?v=Wgc5msNUvfE
https://www.youtube.com/watch?v=Ob0iMhBBLCo
https://www.youtube.com/watch?v=bzqFqPavdN4
https://www.youtube.com/watch?v=J4uL5dnUBnI
http://www.slideshare.net/liorrokach/cyber-securityshort
http://www.slideshare.net/liorrokach/cyber-securityshort
http://www.slideshare.net/AlexandrePinto10/applying-machine-learning-to-network-security-monitoring-baythreat-2013?next_slideshow=1
http://www.slideshare.net/ujjwal31/artificial-intelligence-in-cyber-defense
http://pc57724.uni-regensburg.de/morgan/teaching/CS104-Social_Networking.pdf
http://pc57724.uni-regensburg.de/morgan/teaching/CS104-Social_Networking.pdf

Technologic

Mapping Internet Sensors with Probe Response Attacks, Protecting Internet Sensor

Anonymity, Jason Franklin, Department of Computer Science University of Wisconsin,

Madison

Mehari: Information risk analysis and management methodology

Artificial Intelligence - Our Attempt to Build Models of Ourselves, Elaine Rich

Combining Model-Based Testing and Machine Learning, Roland GROZ, LIG, Université de

Grenoble, France, TAROT Summer School 2009

Samples of Solutions that Using Al/ML:

http://www.c-b4.com/

http://megvii.com/

http://www.skymind.io

http://mahout.apache.org/

http://www.aorato.com/ (In 2014 the Company was acquired by Microsoft)

http://www.fireblade.com/ (Original Name - SiteBlackBox)

Cognitive Assistant that Learns and Organizes

J.LA.E.S.A : Next Generation Artificial Intelligence

Cyber Intelligence System, 1Al, ELS-8910

Prelert: Anomaly Detection

http://allenai.org/

https://www.palantir.com/

Facebook's DeepFace facial recognition technology has human-like accuracy

Computers Are Getting Better Than Humans at Facial Recognition

Facebook will soon be able to ID you in any photo

http://www.emotient.com/

http://www.invincea.com/tag/cynomix/

BioCatch

Cyber Spear
EMC NetWitness

Memex (Domain-Specific Search)

AlEngine (Artificial Inteligent Engine)
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http://www.cs.cmu.edu/~jfrankli/talks/dhs_slides.pdf
http://www.cs.cmu.edu/~jfrankli/talks/dhs_slides.pdf
http://www.cs.cmu.edu/~jfrankli/talks/dhs_slides.pdf
https://www.clusif.asso.fr/en/production/mehari/
http://www.cs.utexas.edu/users/ear/AILongForSeminar.ppt
http://antares.sip.ucm.es/tarot09/index_files/Groz-TAROT09.pdf
http://antares.sip.ucm.es/tarot09/index_files/Groz-TAROT09.pdf
http://www.c-b4.com/
http://megvii.com/
http://www.skymind.io/contact.html
http://mahout.apache.org/
http://www.aorato.com/
http://www.fireblade.com/
http://www.ai.sri.com/project/CALO
https://www.kickstarter.com/projects/181239886/jaesa
http://www.iai.co.il/Sip_Storage/FILES/8/39568.pdf
http://info.prelert.com/
http://allenai.org/
https://www.palantir.com/
https://nakedsecurity.sophos.com/2015/02/06/facebooks-deepface-facial-recognition-technology-has-human-like-accuracy/
http://www.theatlantic.com/technology/archive/2014/06/bad-news-computers-are-getting-better-than-we-are-at-facial-recognition/372377/
http://news.sciencemag.org/social-sciences/2015/02/facebook-will-soon-be-able-id-you-any-photo
http://www.emotient.com/
http://www.invincea.com/tag/cynomix/
http://www.biocatch.com/
http://cyber-spear.com/
http://www.emc.com/security/security-analytics/security-analytics.htm
http://www.darpa.mil/Our_Work/I2O/Programs/Memex.aspx
https://bitbucket.org/camp0/aiengine

DARPA and IARPA:

Technologic

http://www.cylance.com/

security.html

http://www.lockheedmartin.com/us/what-we-do/information-technology/cyber-

DARPA's 1980s Vision for Skynet-Like Al

DARPA launches PPAML artificial intelligence program to move machine learning forward

DARPA Is Developing an Intelligent Machine That Can Think on Its Feet

Request for Information (RFI) on Research and Development of a Cortical Processor
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http://www.cylance.com/
http://www.tested.com/tech/concepts/459497-darpas-1980s-vision-skynet-ai/
http://www.militaryaerospace.com/articles/2013/03/DARPA-machine-learning.html
http://motherboard.vice.com/blog/darpa-is-developing-an-intelligent-machine-that-can-think-on-its-feet
https://www.fbo.gov/index?s=opportunity&mode=form&id=91bc9e58d6fa024d55d7c0583d38fc21&tab=core&_cview=0
http://www.underwar.co.il/5-CS/d208/
http://www.calcalist.co.il/articles/0,7340,L-3645439,00.html
http://www.calcalist.co.il/articles/0,7340,L-3645439,00.html
http://www.hayadan.org.il/self-thinking-computers-301012
http://lifesimulator.wordpress.com/2011/03/10/deep_learning_is_the_thing/
http://lifesimulator.wordpress.com/2011/03/11/ruslan-salakhutdinov/
http://he.wikipedia.org/wiki/%D7%97%D7%9C%D7%95%D7%A7%D7%AA_%D7%A1%D7%95%D7%93
http://he.wikipedia.org/wiki/%D7%97%D7%9C%D7%95%D7%A7%D7%AA_%D7%A1%D7%95%D7%93
http://webee.technion.ac.il/control/info/LabExperiments/expIntroML.pdf
http://he.wikipedia.org/wiki/%D7%9C%D7%9E%D7%99%D7%93%D7%94_%D7%97%D7%99%D7%A9%D7%95%D7%91%D7%99%D7%AA
http://he.wikipedia.org/wiki/%D7%9C%D7%9E%D7%99%D7%93%D7%94_%D7%97%D7%99%D7%A9%D7%95%D7%91%D7%99%D7%AA
http://alaxon.co.il/thought/%d7%a4%d7%a8%d7%95%d7%a4-%d7%9c%d7%99%d7%90%d7%95%d7%a8-%d7%a8%d7%95%d7%a7%d7%97/
http://alaxon.co.il/thought/%d7%a4%d7%a8%d7%95%d7%a4-%d7%9c%d7%99%d7%90%d7%95%d7%a8-%d7%a8%d7%95%d7%a7%d7%97/
http://he.wikipedia.org/wiki/%D7%9C%D7%9E%D7%99%D7%93%D7%94_%D7%97%D7%99%D7%A9%D7%95%D7%91%D7%99%D7%AA
http://he.wikipedia.org/wiki/%D7%9C%D7%9E%D7%99%D7%93%D7%94_%D7%97%D7%99%D7%A9%D7%95%D7%91%D7%99%D7%AA
http://jokopost.com/it/4918/
http://giftedold.cet.ac.il/gifted/skira/docs/AI.dod
http://giftedold.cet.ac.il/gifted/skira/docs/AI.dod
file:///C:/DigitalWhisper/Articles/Issue%2059/ווטסון%20לעזרת%20הרופא:%20יבמ%20מציגה%20מערכת%20ניתוח%20נתונים%20וייעוץ%20לטיפול%20בחולי%20סרטן
http://www.ibm.com/news/il/he/2014/09/09/e128045c64020t40.html
http://www.ibm.com/news/il/he/2014/09/09/e128045c64020t40.html
http://www.geektime.co.il/biocatch-israeli-startup-that-kills-password/
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http://www.digitalwhisper.co.il/files/Zines/0x2E/DW46-1-Web3.0.pdf
http://www.inss.org.il/uploadImages/systemFiles/%D7%92%D7%91%D7%99%20%D7%95%D7%90%D7%95%D7%A8%D7%91%D7%95%D7%9A.pdf
http://www.inss.org.il/uploadImages/systemFiles/%D7%92%D7%91%D7%99%20%D7%95%D7%90%D7%95%D7%A8%D7%91%D7%95%D7%9A.pdf
http://www.digitalwhisper.co.il/files/Zines/0x01/DW1-3-AI.pdf
http://www.digitalwhisper.co.il/files/Zines/0x01/DW1-3-AI.pdf
http://www.computational-psychiatry.com/
https://www.youtube.com/watch?v=Ju1w3Jed4nU
https://www.youtube.com/watch?v=qshSSThh3gM
https://www.youtube.com/watch?v=qshSSThh3gM
https://www.youtube.com/watch?v=xvKRXh6eOGc
https://www.youtube.com/watch?v=R9d4KKcQh-I
https://www.youtube.com/watch?v=YW3HEDqIsLM
https://www.youtube.com/watch?v=ZKwEqJme7KQ
https://www.youtube.com/watch?v=ldvc68ScZuA&list=TLhbLCXVMa8Tw
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.© T 0t AN "Wy TRTYZ NN 21007 1101 YFWN O-INK NIVIAWN XY DX NIVY
INMNNQY POXRNN 7Y NN 7NN 7D IR )9IAN 27Uonipl "pon f7oXN"N NIN 'D10N ININN

JonIvINg
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222 07! XX DY P70 javascript Namd

nLV7NN2 NaImY an? v X L(0n'oal) AS,C I NIFMINA 7Y Wnnwn? nu7nn n7Y up'noa
2™ N OKXR JTIAYY MR PTY TR DIRG9 DONR AXERp 75 ina? oot ntn nmnng
7w nowa N2 7MY ,awn Dy TNR YPN7 0NN N XY NRNDD WK 1 7Y nowa
I'N X7 NIDSYN 2NY NIXID ,NNXRD [YN7 MIYPNL NN'RN DIV NP N¥Z DN 0MyS71 D' avnn

.NTN |92 NTNI'A NOW RN javascript 177N IR NIYYY7 D'wjpan 1NIXY NN DX NIYY7 NINWONN

NI'NIX X77 DIMNIX

NIXTY? C"WOK NVN? NNAITA .Patricio Palladino 7w voisn NNIWNL NXAN 72702 NINNAITAN 77N
D'YNIN TWKRD :NNON [NV [FAN7 1Y NIKAN DNIYA DX 207 72w .n9wn 79 1Tim Nianann
LJI0WOL AwNIwnn VPMAIRD 7Y toString N'NP19Y7 implicit 9182 XIp KIN [] VPN 72V AN
D'OP"AIX NND 7V DA NYYID NINTN NMIDNN 0N WYL NITNNNY? D'OPZMAIRD Y IIX 1N KN

JIMIN DWW WK “QIpY” KIN 27,07 NTANA XN XY 79 1wnw XD [J-2 DN N Dnnx

// makes the letters a,b,c,d,e,f,I1,i,3J,1,N,n,0,0,r,s,t,u,y,[,]
[console.log ([]+{}) // [Object object

console.log ([1+!'[]) //false

console.log ([]1+!![]) //true

NI NI NXP NIRAN NIRNAITN

console.log (([][+[11)+[]) //undefiend
console.log (+{}+I[1) / /NaN
console.log (! [1/[1+I //Infinity

:NNNNXN NNIYN 3 2y 1aon

.undefined :117 ATNIM |7 ,NTaM X7 DIpna wn? nwa? oo X - [J[+[]] e

D'727n 11NIX 15017 INIX 1'N7 D'0IN NNIXY 7722 ,0"AIX DXI' D'70710NN DYNAI0N - +{} ®
.(h90n x7) NaN

.91021'R 7371 (Inxy2a 0 X7 XINW) 0-2 190N 77N WWRD 27 ,0-7 W N kin g wn - H[1/[] e

INN2N MWD DX 17242 "alert 1" nTnNnn DR QIX1EN7YN7 1TN7¢ NN wnnea

‘ (CO+0N) [+ LI+ [20+ (L DD+ 00) [40+ (PP DT+ 00) [21+ (PP 0D+00) [01+" (1)
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NIMIX X77 Doon

NIMIND DX DX'Y 1ND DNIX X7 12'2Y ' 27 ,0M190N02 WNNWN 117 110X ,7'90Nn X7 NTY [aInDd
D'NIN NNNRY Y 117 W' DYON .07 NP DY NN'YN NIRT DN90N X" 0TI

.N7W MOoNN W7 VPR NN+ N7IYON e

. 1-9 true-1 0-7 W NN false vpPMaIRN  ©

AT
+[1] //0
+11[] //1
L[]+ ] //2
ISP 8 L]0 B[] //3
PH[I+0 [T+ //4
D[+ ELI+ [T+ [T+ ] //5
DTV LI+ LI+ T+ [T+ ] //6
DHLTH LT+ LT+ [T+ L[+ [T+ ] /17
DT+ LI+ LI+ LT+ [T+ LT+ T+ ] //8
e e s R s R s R s R s R N s

10N Da .1 7271 27 true-7 7 N (]! .0 7271 19017 IR 1'MIWD P false-7 W NN NN ]
NNAITN MR UTNN QM2 .NTANY [IYXRIN 'KIN TIy? 0710 INIX 1'YOY .true-7 W NIy []+!

:NIN2N MWD DX 7211 NNDoN K77 Dyon ,nnTizn

01500 5 1 00 8 6 A R

1) [8=CI<+8 8074+ (8
])+")" // "alert(l)"

L1147 (" (H L+

e

NI'NIX DX TIY

IR 7¥11 NINT NIYY7 1O .NI90N NIMMIX 2'WN7 N1 n72un7n NIMIRNE DN9onn 7w 217'w nrya
:D'DIT WA LPMAIR 7Y NNIDNT7 NYA7 |NIY NTaIVN

.MdN VP"MaAIN? w1

Jrnadne] oprax? nwa 2

TN NN .0PMAIR 7Y NN NIY Q70 YA DKM DN .ANT DNIYR Y NIynwn 7y191

WINNNYT T WA DY7RY DYAI9N DY DX WII9ND AIMDY 720 NIYY1197 NWAT7 117 7WORN

obj.funcName === obj["funcName"]

NTAY N> XL NITNNAN 72 NXRY [2MD) NIMIX TV A'Wn? 1D NIKAN NNIYA wnnwn? 7n

(0T
[1["sort"] ["constructor"] //Function
[1["constructor"] //Array
('[]1) ["constructor"] //Boolean
(+!'[1) ["constructor"] / /Number
{}["constructor"] //0bject
([1+[]) ["constructor"] //String
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X' javascript na'nd

-0 NIMIXR 72 IR NINDY XVAY T KIXNY? LX) Ljavascript 7w X7nn AN 2MdY7 2w 1
2V o0lan nnxy nown 7w syntax-n 72X utf-16 1IN "y Naxi'm NIX 72 javascript-2 niax .ASCII
Y17 11701 NIXAN NIXZO9] .(ONI' DA TWOXRY NINNY) DNIX 71 A'Wn? 'oon 271 ASCH NIMIX
YOn? T 7Y npnnon Niv'wn DY Amd NNonn NIMIRD 7D DR 117 0wn% nniv ooIT
SNTIRe™ nrnnn

.N'¥7119 NTYQ escaping  ©

.toString N'¥j7119N1 V8 javascript-n yiIn 7w N1in NN e

.javascript-2 'vav escaping e

N'¥{2119 NOTY] escaping

X7 |[n'nwY7 .decodeURI unescape-1 1N escaping NI'¥jAI92 NWRIAN DX WON7 117 'KTD ,'VA0 |91
QMDY NY7¥N7 DANE NI NIX DPXZAI9N MY 2N NIMIX 2'901 17 'R 11D, TV XNp7 '7Dn
[N NMINdN NIFNIRD NIKAN DIFNIRD IR 20 117 W' DN ,001'DTN7 .unescape n'¥j19N NN

122UNY NISOIIN NI'NMIXN NIMIRN

AIaIBIbICIdIeIFIflglIliljIlImINInIOIOIrISISItIuIY‘

N'21'¥71192 WNNWN? 7210 ,NNIK DX A'WN7 YT .p-1 w NIFNIRD 77 117 DNoN n'¥j197 XNp7 '

Mp" NTNNNN NN 17 [N X2 NNIYA .0'0'02 ' NNNNA javascript v

(25) .toString (26) // p
(32) .toString(33) // w

:NNQN NIX2 NTAY window.unescap N'¥119N

window.unescape ("%" + HEXA ASCII VALUE)

[1x2 N'¥a9N v TIY XNP7 |N1]

(01N> 27w javascriptn yian) V8 7w natin nianann

AX''7 D'OINI 71TA 190N D'AWNN TWRD NN DIYN .0ND 7W V8-N V1IN TN AXQ N'7¥1n N90I1 nL'Y
|"X'7 "N IR YNTAN NIFNIR N 0719 2awnnn ,(35 IX ,33 IYJD) '2IT ' 0'0Q OV NINTNN 1INA INIX
1INIX NXTN NIANINAN NXR .09 TIY NI'1|7'7 D'IITM DNX LI DY 1'7|n nn nnay I'an N7 INY

(36-n NIXN) z-n YIN NIFNIRD 72 DR 7277 9317 071D

99999997645e-10) .toString (35)

73orr9g8ubjlcloot
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uclav7752tjonrlw8u3s2mxbv]19a3cljw8a23x924fjgksoglg8tghoct099e5bnxgsiercop
sk9mglr5gi048043didy7ehgbxt3904549cx7x51ve8xsibvgrygpcxa3u2df6t9gs0cSbkr
p9993d7nd4ggipslednjm72186sk2ixdx0cdl04gllyamawmdh3ov00vvnnggh3vlawuuagv/6
ycgfaga2wurlnlxnio3c9pld35xojbonSicfpec9v]84xwgvghvi9ix2k6vww3huicclkvmo
Orjmvm282ikjdce0ai80vs8vidcidnlfrSxrxjtaodefwarcybklp7ixjopwnyfhmyg28f21s
mhswn7gwebldnivyfoadumf5yf43ndob4jm9kah7kcu85dniffs56y9dnplylax74rdffsub
x96ukgby82r91b3gxgxxbdv829nlrxhxjeacdey8vhdlyitxigdtbu9pmwpx8ulbd64fcune
ejnOyu79flrsft3tbjx4ngk3gglesOblifl2gikssff90solni9ge6517105af4lrvhcmudb
1w35gna701ld7ksmxonxirl4drgv908p4joepjmrys6g2cpm8u8/adwx6181lxmc90fpbssyvkg
b6tg8bhOx4go7vsoowgobobkgrywkwnduimk77tak9qg3gxffu083n9634rt9fir0o71a9ifm
c601kik0813dvactomrtdspn8u2tkwxhx5gxsx7c3he3mdidkv8ppi3cO04nayngpo0b468bn
7e211lngkbgn4nhnltcewd

.toString N'¥j72219N NTYa 2'wn? Da WWOK (lower) NNVEN NIMINAN 17 "YONY NIR 72,702

AT
(12) .toString(36) // "c"
(35) .toString(36) // "z"
(17) .toString(18) // "h"
(22) .toString(23) // "m"

implicit escaping - n77n nv'WA
77ann ,071W D110 NND W' javascript-2 J"character escape sequences"-2 WnNNw1 nNaN NL'WA

Nhniel) )]'9|70N'7 NIV'WN NYI7Y NIFNIKD NIAXIM 1AW D1'90N 0'0 KIN DN 'TOINN

.unicode-1 ,"70'0TNOPN ,"7077IX

e octal: "\110\105\114\114\117"
o hexadeciaml "\x48\x45\x4c\x4c\xaf"
® unicode "\u0048\u0045\u004c\u004c\u004f"

X L'707IN1 unicode DY 1NXWI X INN DR 172w A'WNY 0XYIY (1) 117 'RTI X7 'mr'oThopn
72TNL'MIYAYN [DIXY DN DN NINSY NWNANWA X'DY (11D NY707IRN NL'WA WNNwn? 'NNNa

Au-n AnX7 (M%) oD 0'ooxNN Yan

NT 0191 ,8 0'012 KIN AIX"NYW NTAIYNN VAN (octal) 701X DWUN N70RIXD NV'WN 7V ¥ 120N
25 2IM2Y7 N7 TNR TYA NIVYON DN NRTA NU'WA NIRNNW .TA%72 0-7 NND02 WNNWIY NIN

N7W 0RIND X7 NTNNN Y'Y TIR 707 .Y TN n'o

function f(s) {
var msg = "";
for (index in s) {
msg += '\\' + s.charCodeAt (index) .toString(8) ;
}

return msg;

[https://mathiasbynens.be/notes/javascript-escapes :character escape sequences 7y n"Mwyn? nijpn]
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NTNNN Y7 N

N'Y190 WYY .eval Y190 NITYA RN javascript-2 TR NITNNA YNn? AN ayimn 0T
AIX'7 2210 DIAX .2 WNNWA X7 7 ,"NNIOKR" NIMMINA TYNNWNA X' X DY DN DX 2T Ny
NNNKRI 7R NIMRS 7w 2N pan v "nTpe™ anix ynn? 721 X7 Qx "eval" ntnnnin nx

IN location="" :An'n 2 .N2'ON NNIXA [N wnnwl X7W eval md TR yin? NNwoKnn

.setTimeout

0 Nhw DWW 700 ,NNIR YN NTNNN N1'FNAY D219 DDMIX 1NIX 7W 1IXD DR TTAR X
YN AWON 'RY NTAIYN DIRY N7un% 1172 120W NIMIKA wnnwnY 50 X7v X7 U Nimix
Yosuke HASEGAWA Dwa Tnni 1IN NNITYY X2 N7 72wa prma "nTipe™ nimix v vy

:D'MNN-X97N D'INA WIN'Y K77 javascript TIp NNNoN7 nU'Y NN'OY

http://utf-8.ip/public/jjencode.html

NINAN NITAWYN 7V 002NN 17V [I'van

.OP"MIN NIN javascript-2 12T e

A7 'R12N IR DTRNN N9 WNnn VPMAIR'D e

NID DIYAI9 N 7Y NNRY (INTRN X7 Y1 0NN DWW NIINK 72'901 171 DX ,N'OIINND

JX19 21XV N715' N7Y2 NN NRTN N'X21901 N'X7119 XN 'R12 gplY] 1" N'X2219 a1on n'n!

:NNAIT? Xan flow-n X Nz
J17w 'N1aN 90N aon VIR 4
17w 'X12N .N'¥19 210N DN190N 'R1 4

.N'XG21I9 210N NI'Y2119 'R1D <4

¥ winmn 191 "Myn NI NNY ATRONY NYAI0Y YIanT 7211 NN W INKT? i

:NNAIT? .NTNNNRN DX N7'onY N'X29 2A'TNNl nTNnn I73.|7)’J n'Xp2219n

// returns a function builder
(function () {}) ["constructor"]

myFunc = O0["constructor"] ["constructor"] ("alert (42)")
// function anonymous () {

// alert (42)

// )

myFunc () // will show a popup (42)

7511 707718 0'0an escaping-n DY 2A17'WA LTIRD NTNNN 7D yNn7 0712 INIXR 7117 A1y N1 'R

NN N1 ,TAY' DNy T W7 ARNIN TIEn DR NIvnwnn DMK DIt X77 T D yniny
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md> NNYTA N71IvY NIR D2 wnnwin? 701 Xkl Dwn ,uXn return-l1 constructor NITNNNN

NX2N NNAITA

wynwqwn

non+n\\n+ulu+uo
"v")) ()

([]["constructor"] ["constructor"] ("return'"+"\\"+"

I"+"1"+
"_I_"5"_I_"\\"_I_"l"_I_"l"_I_"4"_I_"\\"_I_"l"_I_"l"_I_"4"_I_"\\"+"l"+"l"+"7"+

Dyo 75 0'IN 34 2MdY MY XY .nNaTRn 7Y 77071 0'IM2a 10N7 YT NIMMINAL DM90N] "MMYNNYN
N7NNN2 DINWN NIMWI .7V19] DA TIEN IR XP? T [1I'WY ININ] Wnnwn 7511 .Nand1 7 nNsonw

NN AT? MWONR wINM .A7NNNY NIXINAN 0'YMnl ninson 7 iy

A=+[], I="\"", C=[], s='', CIAA="\\';
// make 0-9 a-f characters

CIA= (!c+s> [A] , CCA=A++, CSA=(!C+S)[A], CAI=A++, CII=({}+S)I[A],
CCI=((C[+C])+S) [A], CSI=A++, CAC=A++, CIC=(!C+S)[A], CCC=A++,

Csc= {}+S)[A], CAS=A++, CIS=A++, CI=([]1+{})[A], CCS=A++, CSS=A++,
CAAA=A++,

// make the constructor and reutrn strings

CC=(!!C+S) [CATI]+CIC+ (!!C+S) [CCA]+(!!C+S) [CSI]+(!!C+S) [CAI]+((C[+C])+S) [C
AIl,

CS=CSC+ (({}+S)+S) [CAL]+ ((C[+C])+S) [CATI]+ (!C+S) [CAC]+(!!C+S) [CCA]+(!!IC+S)
[CAT]+ (!!C+S) [CSI]+CSCH (!!C+S) [CCAT+ (({}+S)+S) [CAT]+(!!C+S) [CAI],
CA=CAI[CS] [CS]; //make the function maker

.DN90NN 72w DTIZ INTANY DINWN] wnnwin?l CA-7 XN7'7 117 Akw1 1 1I'wdy

N2 DANWNN 7D DR NY RIN MY DY T2 QTN INIK IR NWY Yosuke HASEGAWA
XN LNITIRI DN N7W 19100 TIRY 9'oin KIN TR TN 71T 771202 Narm X7 7192 .dictionary

.DNX D'INYN DY NIYANNT '12'0N NX 'Ol D'72172 DINWN NIND NN DIX' KN Y

1NN 9I02 .NNIYA NIXONA2 NIV'Y ' D1 NYUNNWN ,"17"901"n NN 1IYN'M "IN QYYD
-0 7w DN2'R? D'0NIAaN NN DY TN Yosuke HASEGAWA 7w 1D n0'WN NNIN WNNWNY
v 'Dnon%? nntm DN L(ASCI 119¥K) NI'9'YO90 NIMIX V07 D'Y722M X7 1INIX NDD L dictiornary

[= onn%7 17981 TI7n
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D' nid'o
¥ X7W 21D w191 [9IXR DNIK 2IMDY7 *72n javascript-2 D*10 KVA7 D'DYT N2N W'Y 'R

,Yosuke HASEGAWA v n17 nniT nYw wimmnw KXX' 7V191 .02N DX X7 17'98 ,NIINN9N 7D NN

JUNTN TN 7Y winn 'myoy [1'> NYNSnN1 "I elJ] |2Ind

7¥ MO NN .0IY D'T'RON W2 DY D'R7NYT TIRn NN 7707 N1 L0y TV DN'RWY IND

:DT'PONI DY 077NN

.dictionary-n XIn WATIAN 7NN qUNN IWNY'Y DINYNAN DX VTAN waTin 7001 720 e

JTTNNM YNN? 'R 0DTMe md DX DNRA9N IR X DITR e

27w D' QTR MN'Y DYAIDT7 X721 TWRD .ANIMDN NTNNAN DX 17900 D79 X e e
W ATNRNY 17 AWOR'Y DN, NI YW A 7Y 0opLIIRNY N eval NTIRON 7w nxInY
.N71IN2N N'¥2A190 M7 ATNIF WAL N7 NNTaNN INKY T DR D'YI90

PN DNA9N 7Y 0790 NIXK YN N7 K72 QWUKRD ,DNAAID S7IinD e

NN TN' 127'Y NIFMIRD 70 DR W' MNR Creturn” DTNNND DYy XD wATIAN NN © o
N7 NIYY7 7T0X1 X7 D7NNND XY NIR WY DRY [AIND LY TIRN 7Y M70RIND 10N

N'DY 1ND DNIN 9'011 LIYD |21 escaping

A=+[];I="\" ';c:[] S="";A={AA:[],IA: (!C+S)[A],CA:A++,SA: (!C+S) [A],AI:A++,

({}+S) [A],CI: ((C[+C])+S) [A],SI:A++,AC:A++,IC: (!C+S)[A],CC:A++,SC: ({}+
S) [A] ,AS:A++,IS.A++,I. ([1+{}) [A],CS:A++,SS:A++,AAA:A++};A.I+=A.1;A.AA=A.
IT+A.I+A.I+A.IT+A.T.;A.IAA="\\";A.C=(!!C+S) [A.AT]+A.IC+ (! !C+S) [A.CA]+(!!C+

S)[A.SI]+(!'!C+S) [A.AT]+((C[+C])+S) [A.AT];A.S=A.SC+(({}+S)+S) [A.AT]+((C[+
Cl])+S) [A.AT]+(!C+S) [A.AC]+ (!!C+S) [A.CA]+(!!C+S) [A.AT]+(!!C+S) [A.SI]+A.SC
+(!1C+S) [A.CA]+(({}+S)+S) [A.AT]+(!!C+S) [A.ATI];A.A=A.AT[A.S][A.S];A.A(A.A
(

2 AXN XN 2v19a

:N2N 0790 DX 72721 D'MINDN DHINN 72 IX 12N L [IWRIN 2A7W)

"return'a\154e\162\164\50\47\110e\154\154\157\40\104\151\147\151\164a\15
4\40\127\150\151\163\160e\162\41\47\51""

:N2N V79N DX I73.|7] NN YN N'X219 11X L,Yn 2%7v2

"alert ('Hello Digital Whisper!')"
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(: 1MIX yM21 2730 TIEn DR D700 N9 TIY IXY L JNNRD 2A7W)

TIp? NaAN 011D X

# 1IN '7¥X) D'IN'0 IWN 2DIN NANN ,NNANYT NINNN DR 1NN7 0¥ 27'NN .NIMNNn 7'nn)
MYX? ,NIpPnn TIignn DIKA D710 75 97007 vIwS 0715 110 07w D71V AT AN oX (NN
, 0NN Y 0YN? MY DT 07012 NWRID TN KT javascript . TIAw? X7 217V IRTY NI¥a Tizn
:0IY9 NIN [NNON .NTNNN Y¥ARI DT NINWN OYW Y¥AR NTAY

2N DIoEn 0RN7 1YY TIgn DR pn L1

.0'NT 077N 7Y NINIAR? Nann DR pna .2

D'Y1 ,N'12N] DIPNRNN JNX javascriptn 10 OX .TI70n NIXAP2 NN DIXApn nx 9N .3

QNI NN AT RN DPRAY IR/ 2y D NIvawn 0N 0 x¥pn Dipna

N"ANN NNATY?

FHEHFE SRS EAS FHEHFE SRS EAS #H#
g dssaaddidi g sssaasdidi i

#H4 #H4# #H4# #H4#
#H4 #H4# #H4# #H4#
#H# #H# FHEHEH AR AR E #H#
#H# #H# FHEHEH AR AR E #H#
#H4# #H4 #H4 #H4 #H4
FHHHEFH SRS #H4# #H4# FHSHE AR
FHHHEFH SRS #H4# #H4# FHSHE AR
*221 077N 7w TIpn DR 7701 OX
["A"I "="r "+"r "["r "]"r "r'"r "I"r "="r ""'"I "I'"r "C"r "="r "["r "]"r
",. ", "S", "=", mwrrao ", ",. ", "A", "=", " { ", "AA", " . ", " [", "] ", ", ", "IA",
o]
TN 1'YDY
A=+[];I=""";C=[ 1;8="";A={AA:[] s IA
: (!C+S) [A],CA: A++,SA: (!C+S) [A 1,
Al: A++ ,IT : (1
}+5S ) [A 1, CI:
((C [+C 1)+S) [A],SI:A++ , AC
3 A++ ,IC: (!C+S) [A], CC:
At+ , SC 2 (] 1+s ) [A
1,AS:A++,TIS:A++ ,T: ([] +{}) [A],CS:A++,
SS:A++,AAA:A++) A, I+= A.T;A.AA=A.T+A.
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(Quine) mxy nx o'oY TIp

72 Q10 N7V TIPNY NTAIWAY IRY TN IR 2¥PN DR AN RTN7'NNNT DX 1197 1Ni7 a1
193 IN ,INXY NIX 0'9TNY N71d'N .901 710 N7YW TIR7 9oin7l vdBwNY? A'wEn? 1NLV7NN Y1 910
079> INXY 7W PNIY X' V7R 72PN K7W PR R7 TIRD quine NNYTAN DT .Quine TNI? amy
.quine 7¥ NN wnn? 17 "wWoOKNT? n07nn p7 ,0n17 N7 TIipn DX 72207 1'¥1 X7 2190 TN

.quine NINWNN NNN XX¥XNIN NAXY 7w TI77 Nwa? N12INY7 1MWOKX DXyl

Junin DN N2 N9YN 7Y NI'9'¥50N NNIDNN 7Y NI K7W NN 17X80W NIMDN MDY AN n7'nj2a
N7 YNnun? noNn ,myy DX XN T T'RON KNt TIRnY 1Y NTAIN IR KX

:NNAIT? ,NTNNNY N9' NNNN W' javascript-2 NINYaI97¢ 1A NUNNWN 27 .1N2107 n9wn

function £ () {
console.log (1)

}

console.log (f+'")
// function f () {
console.log (1)

/ /

N7 YINQW D700 D7 NN191 qIoy TIgn 7D X7w 1% 0wl %Y TIgn Y niann 7y 75no) oX
NINI 070NN 17N 7 MNTANN DR WYY D7 .NMTOINN NYZAI9N NIX 0'9TNY7 N01WD V'l

SN DaMNN" DX 727 1T 9102 Y197 RN

-7 NNM72 DNO N2ITA X71 NTAY NU'WAY D'ATN? YT 71 .0V9 72 1INXY NX 0'9TN7 YT Nun? Tign
nNIT 725191 N2 NYUNNUNY N0'WN .S NINYNN DR DX 702 MDTY (At 79 7w IR 7y alert
NMINWND g 71 TIgn N7'nNA dictionary-n Y2 s MNWNN 7V 2AWN7 TWOXR .n0NY NnAIT? TN

TN 7w pnyn 7'thnn

s = "somthing before"
f = function () {

s += vvqn;

alert (s);

g = "s = \""+s+"\"; \nf="+£+"; £ ();";
FeE(O);

7¥ TIPN DX D'¥N DNIX NN X'D 0NN D'YWRIN,NMXY 109TNA NIFYa nnd Ty W 7319
DYDY 'R NIR AXY K71 DINYNAN 12N INKRT DYRAIoN 27U DIND DR 7' KIN R, DY190

JIRYN] NN
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RN NTNNNNY D' N"NYW 'K DT X DTN DR 10n7 '

| console.log (f) // A.C+I+A.SA+A.IAA+A.AT

V191 NN RN 'K

Iconsole.log(f) // "return'a\l54e\162\164

JNN97 TN

'YW NNY MY NT 72w NTNNND 7Y 'MNon TIipn DX mwe 'y avan v nann? e L1
(NIYUXIN NNAITAN NIXA 1)) TIEN 7 NTNNNN DR NN'TNA N9 DN UKD NIYZAI0 7Y

NITNNNA N2'AN javascript-2 'K ,NYTN N'YA 111X MIYRIN N'YAN DX DDN9Y NNX 'Wdy .2
O .NNIY2 N7Y TIpN DR 2xY7 722100 X7 'NdRN 2xNa 7 ,NNR NIwn N 72y Niwasnnn
NTNNNY? YWOKN javascript-n 72 71 L(\) NINK-WX70 NIW 7> 9102 9'on N'van DX INSY
JNIY Nnd 7y wionnY

.9I02 D'WKR70N 1AW 117 DONY NNM 'N1I9N TP DX YNIW yada ,nnto X7 'V R .3
"MIY NITMn L, NINWNY NNNwl NTNNNN WK PRI NTNNRNn 770 0'awnl X7 D'UX70n
Jjavascript-2 NTNNN YXIX MY NTI7 JIOX PY |'PN 10 DY X7 10N 72X DY Iy Ty
.2 2¥N2 10D ,NMY DT 71 117 2N 9102 WR701 NIYW DT DN DXy

ql02 WX70 NX DY9 72 '0IN7 ARTNYW N'M1I9 N'¥119 N90IN "V 1IN NMINNRN N'van DX .4
DY ,0W 710 NN YDIT PIFTA KT IRY DTN IR DYRA9N W wIinmY 01OK X7 X .MIvn
(MMTE NrX9 3 1IN2) 4 NN NNRAID 1INIRY 1DTR NINT 722 .117122 4-2 DNIR 112ND NI
DAY IMIX 2IMDY7 7191 00X \ NN NIX 2IMD7 DX DX 210N NN escaping-n "y ' p7

N0 TINEN'YIYN NN Y 0MYO 8 ,NNWN NN NIV DY 4-1 NIIWRIN NN 1Y

N .github-2 "1%7"9n1p”n VP'NSA Y'¥N? DINTIN DNKX .[XD A'WNY? TWOX N'DI0N NINNY TIZN NX
102N IPNRN DX MDIT X7 "IN ,01NVI'RN AN NA'AN ATN NRYNA ,DI'07 . ANNNNN DNINIY DIN

Inn7¥na .y19{7' I7NNW 122 W a NInwn? 011107

a = <PUT VALUE HERE>;

// 1f something is not equal to itself =]
if (a !'== a){
alert ("you win");

The Husky Code
www.DigitalWhisper.co.il
53 2015 yan ,59 i
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Hacking Games For Fun And (mostly) Profit - ‘A p'7n

d4d nxn

nNTEN

,Worms World Party nwnn 1jnn Nya 1N2yy DR7UN DX A'¥N7 N2 IT DNRXN DYTO Nun

PNAN VI NAI0T7 NTAyNN Nnpn %W DX 0ax¥D DD TV .07 Pnwn? '009 1Y 2Imd7 nnvna

DMTPINN NN AW NN NI

IRC-0 MY D'wnnwn NiN'R y¥a? o1 ivnnwn WWP 'nN5n N1 NIO¥NN NN @

.Challenge Response-n NX q''77 "o pPNYNN N2V [122117 2'0720 17NN NN DA7UN NXK - e

PNYNN DR A'%N7 YVTI'Y TI7 122301 D'7NYNN DN'YAY IWANYN DAY N19¥NN NU'W NIX DNN1Y e
.N1O¥N N'77

JN3'Ta WWP-1 7nwnin n1an nXM 'R 2UmarT e

:D'NAN D'RYIIN 7V 12T DT 1IRNALIT DNINRN TNTO 7 'wwn 7700 1'0 DT NN
WWP 29 2I10N90 NIR'N e

WormNET2 mw'7 207mx nxr e

'7|,7|0|19n AIR'N

JNIY oyn NITIRON IR ,01N0VIR 'OT NN HTML "nimpo™"? nnim WWP 9w 21710090
A0 NIX D'7TIA DAY N0 72V IDA Pro-2 1175non WWP-1 nin''zn NITIEon 7D NN Xi¥n? 1D

.N7APNNY NTIRON
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AT NX19N YoR 7w on DIy 707

; httributes: bp-based frame

; "<SHOWLOGIMN-"

NIYPAI9N - N7APNNY NTIRoN K7 1T nT'Na ,<SHOWLOGIN> nTIpoY AXIWA NINAY [N 1T XNAITA

.NX2N NTRON DY NXRHYUN yxa7 11ayn

vin'y ¢ 'mn 21ma7 1 (WireShark) 19102 nunnwn nwiy nTIpo 75 nn mzon? yant rma

N NAAYAN NITPRON NN'YA .NRivnn NiTip?92

:XAN 1700 DX 7nwna a'¥N <SHOWLOGIN> nTIjron e

Please enter your login
details

Username d4d

Password

Lagin
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WTN wnnwn Ny nwnwn <SHOWNEWUSERENTRY> RUT I

Name
Email Address
Username

Password

Retype password
for confirmation

OK Cancel

FNYnNn 'NnNonv NNN] I07MN2 win'ya DI'R Nnuann jﬁﬁnl Qyomy nitvnn an

775 nnwana o'y'om X7w 0'vo o'n7iv ont "I7a7ann”

:0'NAN D'VINIRD D'N7WI NNYWINN DR VX7 Nan 7V ,nwY? GET-n Nwpza nN7wi ©TWUKD

[Username] => d4d
[Password] => 12345
[Email] => sdsdsd
[Surname] => abcddf
[Address] =>

RN NTIRON N0 IRC-n Nl NN vy NTIPon e

‘<CONNECT [IRCServer] IRCPORT=[port] IRCUSER=[user] IRCPASS=ELSILRACLIHP> I

IRC MW7 NaImd IRCServer

019N IRCPORT

vnnvn nv IRCUSER

NTIP91 NNYY [NIY XNO'0 IRCPASS
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N'7Y 11NNl 'R P70 1'RY ANIR ANSWER :nTIpon X'n Challenge Response VIX'A7 NTIpon e

‘2 pna

<ANSWER CVttpTpl5cd7dP+0RAelWIr71jgpXllw2jXEl1gqmAyQbOgEwWE?Z>

NIXAN NITIPON DN D'PNYAN NN W Naxn7 NITIRONn e

<GAMELISTSTART>
<GAME .. >
<GAMELISTEND>
D'7NYNN NN'YWI N7'NN DR DANNA DTIRO GAMELISTSTART
D'PNYNN NN'YA 910 DR NAXAN NTIRD GAMELISTEND
NI'N7 2N XININYTN NTIZ92 Y9I 7nwn 75 GAME
GAMELISTEND 7 GAMELISTSTART |'a 721n

JNWN W AN DR 0WAIR DA NTIoN na'n WEBADDRESS nTigon e

NAIT?

| <WEBADDRESS /test/>

http://myurl.com/test :IT NAINDA test N'P'NA D'RYNIN D'¥IP7 WA TNWN IT NTIRO YIX'dd

N3Ny DMINISN 7V VII9N 120N .NIWA YNYY7 D'01] 1IX TWKRD NY¥ann SCHEME nTigon e

(http://worms2d.info/WormNET (Worms Armageddon NXa Xixn7 [N SCHEME nTijzon

DYV IT NTIRoA TN 25 NN 21ITa%7 nTIay N¥p Jon AT WA-Q NIl nn 2V yT'n DY DIun

117W M107MKY NRIYN X7 [DR,PNYNY NS0 NITIRS !

NN'Y MY NIWYY? 12ON 27'NNA NI TN Team17 nNanwl WA-Q DT 'Y 127010 'R 7702

.N2N 2702 10019'Y NI2'oONN INIX Y'9N7 X7 107NN Ik WWP-2 niaT? oa win' 12
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http://worms2d.info/WormNET_(Worms_Armageddon)
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VT'n NNOARX - NIAT

X7 PNUnin OX D2 ,INIX 727" [IN¥ N7IYY VPR 9" T'Y UNnnNwn 73,770 NuaINND 1'K NIAT (1210
HITimn DR N7 Y nma? 10 2T 997 77 0t K7W DX my nTaw nan 7y 99 vy

:NAN N'YAN X' team17 nNan v mma nvan

?NUpPaAN DX NIV M .NYY7 N M %YW DRNIND DR N7Y'Y wnnwnn 7y D'onio team17

NIX D097 X7 NV7NN P71 NXIN TNN NN V2 AW ITRY7 NNIT 121N, PNYNN DR X' Unnwnn

DT wiman

?WWP-2 n19¥n X IVY nnY

PR '72 nwn NIYY 010'07 0'wNm X7 0'wnnwn 2y Nivzn T2 N7 N19¥NN DX IYYY Na'on
|'9¥N7 *TO2 RSA 7¥ N19XN IWNNWAW NA'0ON .D'PNYNN NN'WA NIX RKNPY7 1721' X7w1 pnwunin v

Q72 10719 MW NN 7Y NIYRERY? D210 1T ANTA DPRYRN DK

ITPONY 2N2IY 21T T 72U MW 7w RSA NINN9AN DX 9*72NN7 DDNIXY IR 7NWn 1IX'Y "D
yT'n DX DINN) INNTYAY private NN9N D' NNWA) 01'7P] KX¥YNIYW 'aNI9N NNONN DX NNWY

(Twofish-2 |oxmw

.DNIX DA NNYY? DyL I'R TR N'0N'0 N19XN] NINT NINNSNN LY X7 Twofish-n 7w ninnonn

WWP-7 2107InX Ny

NIN MY97 'R 2AN7 N70'n DX 17 n1imy WWP-2 win'wa NNy N19¥NN DX DNNIY NXY
27¢% nvan pnwnn 9w pniy *7a IRC 1w Challenge Response-n NN 1IN9Y7I D'7NwnNn NNRWA

DI07IMRN DY XINY ypannn

71 ynnwn? no'X 21727 1O WireShark-2 wim'y n'n WWP-2 D1onn D'7Nn IXY DX 207 ' 1D

.NTIPD
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:NINQN MINN2 NIKYY [N 0'7'2aN7 XAt

GET http://wormnet. teaml?.com: &0,/ wwpweb, /welcomeloginform. php
HTTP/1.0

User-agent: T17Client/2.0

Pragma: Mo-Cache

UserserverIdent: 1

Counter: 1424867105

HTTP/1.1 200 OK

Date: Wed, 25 Feb 2015 12:19:54 GMT

server: Apache/2.2.16 (Debian)

X-Powered-By: PHP/5.3.3-T+squeezeld

Set-Cookie: PHPSESSID=5jaduncu2dh?fkBkquhtlgjtu3; path=/
Expires: Thu, 19 Nov 1981 08:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate, post-check=0,
pre-check=0

Pragma: no-cache

Vary: Accept-Encoding

Content-Length: 627

Connection: close

Content-Type: Text/html

<CHECK DD4nxekMILwnidrd
+7VUIXweaBPyPIqgQwBxgSS2FTPP1RdR1 7kDVsDoLdFr swkEL 3hwboluxqdL1wl=>
<WEBADDRESS /wwpweb,/>

<EXTENSION . php>

<FONT Size=1 Colour=0> wWelcome to
WormMNet2<BR></FONT>
<br><br><FONT S5ize=0 Colour=0> You

can use any username / password to Tog in<BR></FONT>

:N2N 12T NP WTN ZNwn TIXY 1011 TWUKD

GET http://wormnet2.teaml?.com: 80/ wwpweb/Game. php?

Cmd=Create&Name=d4d&HosTIP= ‘&N ck=dd d&Chan=anythingGoes&Loc=25&Type=0 HTTP/1.0
User-agent: T17Client/2.0

Pragma: No-Cache

Cookie: PHPSESSID=5ja3uncu2dh?fk8kguhtlgjtu3

FilerResult: 77

FileData:

151F1F1IF161334 34 34 344 p4 D4 D4 D4 D4 D4 D4 D4 D4 D4 D4 D4 D4 D4 DOO0000000000000000000000000000000000000
00000000000000000000000000000000039424242424242424242424242424242424242424242424242424242
4242424242424242424242

UserLevel: (0

UserserverIdent: 1

Counter: 1424867473

HTTP,/1.1 200 OK

Date: wed, 25 Feb 2015 12:26:01 GMT
Server: Apache/2.2.16 (Debian)
¥-Powered-By: PHP/5.3.3-T+s5queezeld
SetGameId: 3758392

Vary: Accept-Encoding
Content-Length: 10

connection: close

Content-Type: text/html

<NOTHING>
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2"10 Header-n DX ,i7nwn NIX'Y7 7'awa SetGameld Dwa TN wnNwN? 1'Thn NMYAY NIKNY N1

AXNTRY pnwnn vor XY

YNl NTNAL, IR MWD 72PNy nn DX ITNYY? NI017 MY ,'019 NIYY 107K DN UKD
yTnY? wan pnunn 'R TIRa XNP7 IR DIan YN oy DY TIign IR DAY Y Tay X7

.0"on

RequestChannelScheme.php Tn 117 C0N N DX L,YNY7 010'07 D'0IN 1INIX TWUXD NNAIT?
TVA DX Va1 X YNV 7 210 YTAIN X710 nT'N2a TR ,NAIWN 17 2'TNNY7 D2A'N X L,YPNY pnvnn

119" TN

| <SCHEME=Pf, Be>

DY Yalp M7 0'9T'w PHP-2 09170 NANd> MWL NYIY LI"7PN D'VINIAR NT'R NYT? D

NN TIEn yop T 2y GET-2 n7wiw nn 75 NX logs.txt

$Sfp = fopen('logs.txt', 'a');
fwrite ($fp, "Login.php\r\n");
fwrite ($fp, print r($ GET, TRUE));
fclose ($fp) ;
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https://bitbucket.org/lld4dll/wwpserver/src/a40563923c0bdbeda5fcd35cc04f63e0a4aba65c/WWP%20server/RequestChannelScheme.php?at=master

Technologic

Database-nn NIX720 7¥ N'o0'oa nx'{70

DMATN NX 7207 Y Database-n .0iman 79D NX Wmw'w Database 1™ DMy X Nwd
:0'NaN

W1 D'wNNUNn 7y 0aim e

w1 Dmtpn 0NN D1 0'nwnn Nt e

YWD AI0I NN W'Y D'YNYD 7D Nn'wn e

.T'05N1 NX1 ' 0ININ NXR '~']'0Iﬂ'7 DAVXN NIAT I'N'INT'N @

N7 IX DION WNNWNN DN NP'TAl TIR1 120 ,Wnnunn 7V 0'019 NIniv It 0720 - USERS n'7avn

wh notd oY

wUNNUN DU 'IN'T? 'URY NNON UserID

wnNwn? 2 NN VN DX .PNYNN AT WNNWN? yY'si' TWR 0NN TN AI0 PlayerType
NITR UK UNNWNY? v'oin 1 XN v DX .071IN0 UX A

.NTYUN 2V NN N DIANT 'K OX ,WUNNYN 727 W' NI PlayerScore

w8 anTnxav s WD LRNAIT? .YNY2 Wnnun? a'nny nanTn PlayerLevel

.0 :1nX L1 :%D' T W .wnnwnn DX DIONY XM NT'Aa Banned

.(UNIQUE-> "Tam N7 NTY) wnnwnn v 110 UserName

wUnnunn 7v Xno'on Password

wnnwnn v IP-n namd IPAddress

(UNIQUE-> 7T Nt nTY) wnnwnn 7w 7'nn Email

noWNN 7w 71N 7aR97 nwa W wnnwn?i nTna 1 Access

NNYA NXAY D'PNYAN 7D DN IT 07202 - HostGames n'7a0n

YNnwn DU 'INT7 'UXY NN9N GamelD

wnnwnn 7w ID-n UserID

N7¥X DTN NTWUN 7V NNY [N ,20'T 0y Pnwnl yajv ID GuestID
7nwnn X' 7w Dwn Nick

Pnwnn X 7w IP-n namo HostIP

PNUNN Y own Name
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wnnwnn v n1mn Loc

1-4 790n 70 ,NANT 7w TN L0 7' 1vonn Type
AWON 'R DX 0 ,pnwnn 7y yIn?7 mn o 1 ServerUsage
PNYNN 1¥Nn Y yinyn Chan

D'PNNY DN NIPT 2 NXRE NXAY D'PNWUAN 7D Dnwa It 07202 - EncryptedHosts n'7aon

.NYn? 012'n7 N1 X71 nn'wann

[9XINN WUNNWUNN 'IN'T7 'UKR) NN9N Id

'a 77N2 "20INY 19D base64-1 TTIZNI N19XN DY ZNWnn 7w yTnn | EncryptedGame
Pnunn 9w ID-n GamelD

AX1 ZNYUNN 12 YNyn Channel

7NWnn 1xXNn v |nt Time

J7NYUNN [1120 NX DWAIRPY YNY 727 0'TIinn 0"Nw 1T n7a01 -

SCHEMES n7av

YWD N7 'WRY NNON Id
(UNIQUE-> 7 Tam Nt nTY) ynyn 7w nwn Channel
PNYUNN [1220 DX DWAIPY D' TINN Modes
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Set Channel modes

main view

Channel name:

2Technoloqgic

12 AKX NIN L7101 7IXD 122N L, 1InXY MWD DX 7717 nan 7y

Set channel modes:
Amount of blood
Rope pushing power level
Set ranked channel

Set minimun rank restriction

Set maximum rank restriction

Worms per team

Force Scheme

Special weapons

| Y27 N2 | Y2 N1 Y

.

Set channel modes

nx1I m 7w 0aIma AX V'OIn Da naT? TN ,mn' nv YNVYN 0N D'TIN DX DY DX AT ,7'7n1

:0'TINN QXTI AI0 D'V'9IN NXAN MINNA .DNIX MMY? NIV X7 database-n D ,Nnw" X7

Channel modes information

AnythingGoes
Pf,Be
PartyTime
Ba
RopersHeaven
Pf
a-z is 0 to 25 unless otherwise stated.
Code | Arguments | Effect
B a-e Amount of blood.
D -z X .. String of enforced game/weapon options.
G 3z ... String of super-weapon options.
N (text) Set the scheme name that will appear.
P ak Set rope pushing power level, defaults to 0, f is normal.
R :ﬂ Set rank restriction (minimal and maximal rank)
Hosting: O=allowed, 1=ranked, 2=ranked, 3=ranked,
T af 4=ranked, 5=disallowed
This is also used as the type value of the game when reporting
the result.
Worms per team, counting from b=1. If adding a team with
W b-i this many would exceed the worm limit, that team will be
added with less worms. Any values out of range count as b (1).
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JITIPON 1A102 0TI N20INY 'S 11'0110 VXA K7 DNV 19721 WA-n DwWIT 17X D1IM)

7NYnn 10 DX Yaiy D Tm (G Tmi D Tm 0N ) yT T NI 'R DN 0TTin 2 7V 210720 vy

scheme-n NX D™yn I"RW PHP-2 TIp 71In1 71891 2Nd1 .NIWYT QWOKX 'R INIXI YNV IPNW'Y

'an WWP INIRY yT'n7 yalzn DX a7 1T'ponI

:NNQN NMIMN2 NIKYY [N XNAIT

AnythingGoes

<SCHEME=Be,Pf,We,Daddabbaaaadddabbbfaabch
chaaaaaaaaabakcaabcbbfcabkcabdaabbcbboca
bacabkcaakcaakcaaacacccabbofbbochbocabkea
akcaabcaakcaaccabdcabdcabdcabcbabcaabeoaa
bcaabbcabbccbbocbacacacacacacacacacacaca
Cacacacacaaaaaaaaaaaazaaaaaaaaaaa Manyth
ingGoes,Ghakafsck=

|7I'WJYJ'7 AN 702 N NIMY NND Lwan 'alo 7y D'RINKY D TN a-z DYINN DX D'RNIT MIinna

G TN 7Y ITD NNWOK |'N ,7NYN] NIN'Y' VIAPY? WO 'K DNIX D'TNIM D'PWl Yaip G Tin .'1DI

N7V DNAI9N LWIARY7 TWOR 'RY TNIM Pl 7277 7awa wizd? Tim ArR NyT7 YT 22'0N10 wxi

NNAN N'¥2I90 N1 IDA PRO-2 7>non? Jx
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[IXD NRXN] NN Nn'wan

Special weapons information

a-z is 0 to 25 unless otherwise stated.

k in Amount for unlimit weapons

k in delay for disable weapon unless otherwise stated

Code | Amount | Delay | Effect

ha ak ab Crate shower, for unlimit Crate shower turns it would be
set to k.

fs ab Ik glzzifss.py, how much turns Crate spy would be set, k for

fg a-k a-k Invisibility.

eq a-k a-k Armageddon.

cq a-k a-k Girder pack.

fb a-k a-k Carpet bomb.

dy ak ak Donkey.

ba ak ak Earth quake.

ga a-k a-k Freeze.

gb a-k a-k Magic bullet.

dg a-k a-k MB bomb.

da a-k a-k Mine strike.

dt a-k a-k Ming vase.

db a-k a-k Mole Squadron.

dz a-k a-k Muclear Test.

bt a-k a-k Mail strike.

cz a-k a-k Salvation Army.

eb b-k a-k Scales Of Justice,

et a-k a-k Select worm.

fa a-k a-k Sheep strike.

bj a-k a-k Suicide Bomber.

ec a-k a-k Super banana bomb.

NN NIAYNN Q78N NIMIK MY .7NUnn T YRPR7 [N X7 NI TR 7wl DD NEIR 2 7
117 NXN'Y [IN"92 TIZ AN D'OPTAI'X WN1YZ DNl ,7NWnNa D'PYIN NIX VAIPY N1aNd D'Oj7TI'NN

ANXNN 9102 QX' TIZN .WRIANN 7WIN DX 117 N 1230 DINIXK 9D DX
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NN N2N7 YT D'YPan XY D'PYIN DX D'WNTN D77 n? yTi'e 25 anol 721na 7101

21891 D'PwINN 770 NN'NAY7 XNAIT .0'PWIN

Carpet bomb
Aammo delay

Donkey
Aammo delay

NY 7D 72T ,Dannn’ 210 Xin 1R IRC DY DR 0DMIX 1M 1YY 1IN T Nvn 7ava
X .teaml17 nnan1 1wWYw INd Challenge Respons-n NX 117w NMWY 01007 12'¥1 X O'’NN IRC

.core files N> 1N"1'wi1 21T oW n9oini n7w IRC NMwn N2 hybrid-ircd-2 nwnnwn

YWY 'NTD core '¥a NT'R I71 NDMN 117 NNY 00N VPN 7W DUYRIN D'NN9NAN TNX

NN9Y7 12'01 ,0'71TIN N7 "Iy M7 Nd'AN 'RY 7722 N1 unreallRCd-2 nunnwn X7w na'on

"t At X7 TNX ORI DUWTIN JWNa DNYX

9'0IN7 X7 DYV 'R TX TAIY [122120 'K D'2'an 11D DX X ,Challenge Response 1Y X7 IRC Nwin
1207V X AIENRY 2NR MY And NIFNY N1017 [2MdI NNVARD IR 19WnN 1 07 .7"10 DY9IRD DX

:hybrid-ircd-2 p'®an core-n '¥ap NX

e client.c
e user.c
e client.h

m_authpong.c n7¢ 7ITMn wimm% win'y ¢' N2 ,0'Xan 07210 1901 client.h-a
#define SetAuthPing (x) ((x)->flags |= FLAGS AUTHPING SENT)
#define HasAuthPing (x) ((x)->flags & FLAGS AUTHPING SENT)
#define ClearAuthPingSent (x) ((x)->flags &= ~FLAGS AUTHPING_ SENT)

:0wA Client n1an7 niITw TV 1190IN client.h-2

char *authping;
char *url;

:free_client() N'xj72191 |N2'Tn NX DN7 NWY W' NITWN DX 119010 client.c-2

MyFree (client p->authping); // added authping to free
MyFree (client p->url); // added
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INAN TP YO NKX register_local_user N'¥j71191 1901N user.c-2

if (!HasAuthPing (source p))
{
char url[5][100] = {"wormnet.teaml7.com$S1l",
"wormnet.teaml7.com$2", "wormnet.teaml7.com$3", "wormnet.teaml7.com$4",
"wormnet.teaml7.com$5"};
uint8 t keyl[] =

"\xD5\x2D\x31\x08\xFB\x0F\x54\x9E\x6D\x7A\x0F"
"\xFD\XEE\xDC\x21\x9A\xD4\xA6\x84\x24\x6D\x61\xFA\x8A\XAE\x98\x96\xA1\xF
1\x63\x1A\x8D";

uint8 t text[100];

uint8 t iv[16];

uint8 t hash[20];

// choose the seed for the user

memset (iv, '\0', 16);

srand (time (NULL) ) ;

for(int 1 = 0;1 < 16;i++)

iv[i] = rand() % OxFF;
// choose the secret value for the challenge response
srand (time (NULL) ) ;
int pickUrl = rand() %5;

source p->authping = MyCalloc(100);

source p->url = MyCalloc (100);

// produce the encryption and hash it

memcpy (text, iv, 0x10);

memcpy (text + 0x10,url[pickUrl], strlen(url[pickUrll])):;

MCRYPT td = mcrypt module open("twofish", NULL, "cfb", NULL);

mcrypt generic init (td, key, 0x20, iv);

mcrypt generic(td, text, 36);

mcrypt generic deinit (td);

mcrypt module close(td);

computeRIPEMD160 (text, 36, hash);

memset (text, '\0',100) ;

for(int i = 0;1i < 20;i++)

sprintf ((char*)text + i*2, "%02X", hash[i]);

memcpy (source p->url, url[pickUrl], strlen(url[pickUrl]));

memcpy (source p->authping, text, strlen(text));
sendto_one (source p, "AUTHPING $s %s ", source p->url, source p-
>authping) ;

return;

}
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NNNN 9102 Q¥ m_authpong.c-7 TIpn .06 [I"'RN
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